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TE TER Cloud can get testing back on track

Business is proving slow to adopt cloud 
for valid reasons: security, responsiveness 
and the effect of connectivity failure. 
These things are less important when it 
is used for testing and testers can benefit 
from the technology more than most. 
Access to sufficient infrastructure has 
always been one of our biggest problems. 
Cloud can solve it making applying 
proven methodical approaches more 
economically viable as well as opening 
exciting new possibilities. Hopefully that 
will help to reverse recent trends and 
testing will again begin to become more 
generic and systematic.
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Functional test execution time always 
increases and never decreases.

Detecting defects requires fixes so more 
test execution. Demonstrating correctness 
brings further development so more test 
execution. Delivering successful products 
leads to them expanding in use, size and 
scope so to more test execution. Process 
improvement might speed some things 
up but it can't reduce test execution.

The time problem is especially bad in 
testing web applications where little can 
be done to make tests execute faster. 
The speed of the servers, the network or 
the browser is the limiting factor, not the 
speed of the tool. Also frequent releases 
are typical in web environments and 
create critical need for effective 
regression testing. How can we deliver 

that on time as well as execute all the 
new tests we want, when we want? There 
is only one solution: use more computers. 
Cloud makes that possible by allowing us 
to use and pay for the computers we 
need only when we need them.

The term is often misused. Used properly, 
it refers to computing power that is 
unlimited, elastic, inexpensive and fast.

The cloud is unlimited
When evaluating a performance testing 
tool we try to ascertain how many real 
time virtual users it can generate per 
computer. That number is needed to 
calculate how many computers are 
needed to generate the load we need.

We can ask a very similar question 
about a functional test execution tool. 
How many users can it simulate 
concurrently? The answer: one! Running 
a single functional test usually consumes 
a workstation.

Performance testing a popular web 
application can need thousands of 
computers making cost a limitation but in 
functional testing the number will be less 
by one or two orders of magnitude. For 
functional testing, the power available 
from the cloud is effectively infinite.

The cloud is elastic
Our web testing tool Janova implements 
very sophisticated capacity management 
algorithms. Its users execute the tests 
they want at the speed they need to meet 
their objectives. It provides the power 
needed to do that automatically and that's 
all its users need to know.

Meanwhile, its systems adjust available 
capacity continuously based on many 
dynamic metrics monitored using our 
cloud providers' exposed APIs, the most 

by Jeff Lusenhop

Time

Cloud computing has eliminated 
a limitation of test automation
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Jeff Lusenhop is founder and CEO of Janova

storage and powerful workstations. Then 
we have the ongoing cost of maintaining 
all this. Janova on the other hand works 
on almost any workstation anywhere in 
the world and requires nothing else. 
It costs US$100 per user per month.

The cloud is fast
A non-cloud tool installed on a 
workstation can execute one test at a 
time. If that becomes insufficient to 
complete the required test execution in 
time, more software and hardware will 
be needed and will likely then become 
idle for some periods.

significant being throughput and queue 
length. Thus we pay only for the capacity 
our customers consume. We scale 
regularly between around 100 to tens of 
thousands of computers.

The cloud is inexpensive
We must not forget that processing 
consumes resources. Ultimately, 
crunching numbers requires 
semiconductors, metal, plastic, electricity 
and labour and must be paid for. The 
cloud computing concept is driven by 
economy of scale. Virtualization and the 
Internet have made it possible to pay 
per number crunched, minimizing cost.

Suppose we need to equip a team with 
a non-cloud functional testing tool. First 
there are capital costs. Software licences 
will usually cost tens of thousands of 
dollars and in most cases dedicated 
hardware will be needed: a server, 

A workstation used to access Janova 
provides every user with the power to 
execute 20 tests concurrently. Parallel 
execution is automatic: the user launches 
a batch of tests and each test is started 
on its own execution engine which we 
call a worker. Batches are queued, so 
when a test completes its worker 
immediately starts a test from the next 
batch. Therefore execution proceeds 
approximately 20 times faster than if 
individual tests are queued. A regression 
suite that takes a non-cloud tool ten 
hours to run can be completed in about 
half an hour 

The cloud for testing
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SmartBear Software is committed to 
providing its tools for testers and 
developers as SaaS as well as under 
traditional licensing because we think 
putting tools and the cloud together 
makes technical and practical as well as 
business sense. It can remove a great 
deal of time, effort and cost from 
evaluating, implementing, using and 
maintaining tools. But these benefits are 
not always available: there are testing 
situations where cloud hosting is not 
appropriate. Every organization can 
achieve the optimal, most cost-effective 
balance by enabling testers to use exactly 
the same product with fully interoperable 
data both in and out of the cloud. For 
example, we have recently launched our 
established application lifecycle and test 
management tool ALMComplete as SaaS.

Even better in the cloud
Installing a server-based ALM tool with 
multiple components can take maybe a 
working day if all goes smoothly and more 
otherwise, but ALMComplete is ready for 
you to use right now: all you need is your 
web browser. It's fully configurable, but the 
work needed to configure it is minimized 
too because the technical aspects such 
as storage are already taken care of. 
Everything you produce is always backed 
up and always available to your 
colleagues.

But that's not the best reason to do ALM 
in the cloud: it can fix some of its most 
common limitations including difficulty 
keeping tests and requirements 
synchronized, tracking test steps and 
maintaining traceability and compliance. 
The following simple example of 
ALMComplete in use shows how.

Create a test
Log in at http://login.softwareplanner.com 
then click the Test Management tab then 
the Test Library toolbar item. Select the 
Folders tab in the navigation panel on the 
left and open the folder “Newsletter 
System”. Sample tests are displayed in 
the main window (see figure 1).

We'll create our test in a new subfolder. 
Click the Add Folder icon above the 
navigation panel. Name the new folder 
“New Subscriber Form” then open it.
Now click the Add New icon on the main 
toolbar. The Add Test form is displayed 
(figure 2). Notice the File Attachment 
fields which can be used to upload test 
assets to the cloud, reducing dependence 
on your legacy servers and network 
shares: also that individual tests can be 
linked directly to requirements and vice 
versa. Having all requirements including 
new ones and all tests in a single 
repository makes it easy to keep them 

by Steve Miller

All together now

SaaS is not only about delivery and pricing 
models: it can improve tool functionality
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Subscriber sign up form.” Set Expected 
Results to “New Subscriber form should 
load quickly and display correctly.”

Having your entire test library in the cloud 
reduces workload by enabling existing test 
steps to be reused. Click the Test field 
drop-down menu in the right hand sidebar 
and choose “Test required field and data 
entry length”. The steps of that test are 

synchronized: the “silos” problem no 
longer exists.

Enter “Verify subscriber form fields” in the 
Title field and “Run basic sanity checks on 
the New Subscriber form fields” in the 
Description field. Leave the other fields at 
their defaults. Click the Submit button: the 
Edit Test form is displayed ready to enter 
test steps. For step #1 enter “Go to New 

displayed. Drag and drop steps 3 and 4 
into your new test. Add a fifth and final 
step by clicking the green plus sign to the 
left of step 4. Call it “Enter an invalid e-
mail address” and set Expected Results 
to “Should force you to enter a valid e-
mail address” (figure 3). Click the Save 
button. Now we'll create a Configuration 
and a Test Set so we can run the test.

Create a Configuration
Click Configurations on the blue toolbar 
then click the green Add New option 
below it.

A Configuration describes test 
environments for test runs. It can contain 
as much detail as you need to describe 
required conditions exactly, but can also 
be short and simple. Enter “Windows 7, 
IE 9” as the Configuration Name then click 
the Submit button.

Create a Test Set
Test Sets organize tests from the library 
into groups for test runs. Click the Test 
Sets item on the blue toolbar then select 
the Releases tab in the navigation panel. 
By clicking the plus signs next to them, 
expand the “Newsletter” and “Release 1.0” 
items then select “Sprint 01”. Now click 

The cloud for testing
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Figure 1: a folder containing tests

Figure 2: adding a new test



the green Add New button above 
the main window to create a new Test Set. 
Enter “Subscriber form test” as its Title 
and set its Status field to “New”.

Now link the new Test Set to your 
Configuration. Click “Link to Items...” and 
in the dialog box set the Select Item Type 
field to “Configurations” and choose 
“Windows 7, IE 9” from the Select Item 
Title field. Click the Submit button to close 
the dialog, then the Submit button at the 
bottom of the form to save the Test Set.

The Tests tab is displayed, ready to add 
your test to the Test Set using the Test 
Library in the right sidebar. Search for it 
by entering “subscriber” into the Search 
field and clicking the GO! button. Drag 
and drop your “Verify subscriber form 

fields” test from the search results area 
onto the main window. It becomes test #1 
in your Test Set. Click the Save and exit 
button at the bottom of the form.

Run the test
Your test is now available to run: click the 
round blue Run Now icon in its Actions 
column (figure 4). The Test Runner 
window (figure 5) is resizable so that you 
can arrange it alongside the application 
under test on screen. Select the desired 

Release (in this case “Newsletter: 
Release 1.0/Sprint 01”) and check the 
desired Configurations (in this case 
Windows 7, IE 9). Click the Run button to 
start the Test Runner then the blue Run 
Test icon to start the test steps. Execute 
the steps entering your results using the 
options buttons (figure 6). If a test fails, 
you will be prompted to raise an incident 
which is automatically linked to the test 
and Configuration for traceability and 
compliance 

Steve Miller is vice president of ALM Solutions for SmartBear Software. A free 30-day 
trial of ALMComplete as SaaS is available at http://smartbear.com
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Figure 6: entering test results

Figure 5: the Test Runner window

Figure 4: the test available to run

Figure 3: test steps



WHAT IS A GOOD FUZZING TOOL? 
Fuzz testing is the most efficient method for discovering both known and unknown vulnerabilities in software. It is 
based on sending anomalous (invalid or unexpected) data to the test target - the same method that is used by hack-
ers and security researchers when they look for weaknesses to exploit. There are no false positives, if the anomalous 
data causes abnormal reaction such as a crash in the target software, then you have found a critical security flaw.
In this article, we will highlight the most important requirements in a fuzzing tool and also look at the most common 
mistakes people make with fuzzing.

NEW PLATFORM RELEASE!
NEW HIGHLIGHTS!
• Improved user interface
• Scalable test cases
• Infinite text execution
• Interoperability improvements
• Enhanced reporting

Documented test cases: When a bug is found, it needs to be 
documented for vulnerability management for third party develop-
ers or for your internal developers. Each test case, even if there 
are billions of test cases, must be documented in automated 
fashion.

Remediation: All found issues must be reproduced in order to fix 
them. Network recording (PCAP) and automated reproduction 
packages help you in delivering the exact test setup to the devel-
opers so that they can start developing a fix to the found issues.

MOST COMMON MISTAKES IN 
FUZZING
Not maintaining proprietary test scripts: Proprietary tests 
scripts are not rewritten even though the communication interfaces 
change or the fuzzing platform becomes outdated and unsupported.

Ticking off the fuzzing check-box: If the requirement for testers 
is to do fuzzing, they almost always choose the quick and dirty 
solution. This is almost always random fuzzing. Test requirements 
should focus on coverage metrics to ensure that testing aims to 
find most flaws in software.

Using hardware test beds: Fuzzing tools become outdated really 
fast, and the speed requirements for fuzzing increases each year. 
An appliance based fuzzing framework cannot maintain its required 
performance over the years. Performance of software fuzzers can 
be ramped up by running it in faster PC.

Unprepared for cloud: A fixed location for fuzz-testing makes it 
hard for people to collaborate and scale the tests. Be prepared for 
virtual setups, where you can easily copy the setup to your 
colleagues, or upload it to cloud setups.

PROPERTIES OF A GOOD 
FUZZING TOOL
There are abundance of fuzzing tools available. How to distin-
guish a good fuzzer, what are the qualities that a fuzzing tool  
should have?

Model-based: Random fuzzing will certainly give you some results, 
but to really target the areas that are most at risk, the test cases 
need to be based on actual protocol models. This results in huge 
improvement in test coverage and reduction in test execution time.

Easy to use: Most fuzzers are built for security experts, but in QA 
you cannot expect that all testers understand what buffer 
overflows are. Fuzzing tool must come with all the security know-
how built-in, so that testers only need the domain expertise from 
the target system to execute tests.

Automated: Creating fuzz test cases manually is a time-consuming 
and difficult task. A good fuzzer will create test cases automatically. 
Automation is also critical when integrating fuzzing into regression 
testing and bug reporting frameworks.

Anomaly coverage: Better test coverage means more discov-
ered vulnerabilities. Fuzzer coverage must be measurable in two 
aspects: specification coverage and anomaly coverage.

Scalable: Time is almost always an issue when it comes to testing. 
User must also have control on the fuzzing parameters such as test 
coverage. In QA you rarely have much time for testing, and therefore 
need to run tests fast. Sometimes you can use more time in testing, 
and can select other test completion criteria.

http://professionaltester.com//link/clicks.asp?type=WebHomePage&adid=3&link=pt12-codenomicon


Since the emergence of client-server 
architecture, performance testing has 
been a very vibrant area of the testing 
tools market. The reasons for that are 
complex. Although good performance 
testing is difficult even with good tools, it 
can be argued that those tools are easier 
to produce than, for example, functional 
test automation tools. Also, an 
organization that needs to test under high 
load by definition has or aspires to a 
large business operation, making it an 
attractive potential client to vendors. And 
performance testing is by its nature 
empirical: code analysis and optimization 
techniques have a role to play but cannot 
predict end-to-end performance of 
systems. That can only be measured and 

that means multiple tool licences. But 
none of this takes away from the fact that 
using advanced performance testing tools 
is long proven to be the most effective 
way to prevent performance and reliability 
failure.

Performance testing tools are also leading 
the move to cloud. There are probably 
currently more TTaaS (test tools as a 
service) for performance testing than 
any other type, with more emerging all 
the time. Here the reason is clear. Until 
now performance testing has been limited 
by the large amounts of expensive, hard 
to implement infrastructure required to 
generate the needed loads. That has led 
some organizations to actually prefer to 
discover limits of and performance and 
reliability defects within their public-facing 
applications by letting them fail in 
production, with massive revenue and 
reputation loss. Now that the 
infrastructure is available to rent on 
demand via cloud provisioning this 
dreadful situation should be brought 
to an end quickly.

Cloud sees the SUT as a black box
As always in testing, there are snags. 
The new generation of tools which are 
themselves pure cloud applications are 
easy to use but too simple. They see and 
interact only with what is rendered by the 
browser, making generating sufficiently 
diverse VU behaviour difficult, 
cumbersome or impossible especially if 
the SUT uses a rich Internet application 
(RIA) framework such as AJAX, 
Flash/Flex or Silverlight. Many cloud-
based tools are also very web-centric, 
making them unsuitable for mixed 
systems that use other enterprise 
application protocols as well, for example 
Oracle, SAP, Siebel, Citrix or mainframes. 
To make load realistic, skilled 
performance testers need a tool that 

by Chris Livesey

New model army

The cloud is great for generating HTTP 
load but that's not enough
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are needed to improve performance and 
reliability most effectively. In other words, 
black box performance testing can 
demonstrate failure but not tell you what 
and where the defects are. That requires 
integrated diagnostics that monitor the 
utilization and throughput of software 
components individually.

provides deeper programmatic access to 
underlying technology layers.

Even given that, performance testing is 
not only about injecting load, measuring 
results, changing the SUT and repeating. 
Using that approach alone it could take a 
very long time to find out what changes 

For SUTs which are themselves hosted in 
the cloud, these capabilities may 
eventually be offered by cloud providers 
and/or third parties, but there are many 
technical problems to solve and that looks 
a long way off. For applications hosted on 
private infrastructure the tools make 
instrumenting and monitoring quite easy. 
So the ideal is a tool which can be 
deployed both in the cloud to generate 
high load and measure response times 
and in the datacentre to gather internal 
dynamics information and aggregate it 
with the measurements from the load 
injectors to pinpoint bottlenecks.

In the cloud and on the ground
Micro Focus has achieved this by 
providing cloud-based “agents” to 
generate VUs by executing test scripts 
created using its established on-premises 
tool SilkPerformer. The service is called 

The cloud for testing
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Figure 2: test architecture using both project and cloud agents



SilkPerformer CloudBurst. The agents are 
simple to create (see figure 1) and ready 
to use within 5 minutes. They are con-
trolled by and synchronized with more 
SilkPerformer components on the same 
LAN or intranet as the SUT (figure 2).

Notice that the configuration shown here 
includes local (“project”) as well as cloud 
agents. This has several advantages. 
During test design, implementation and 
low-load execution available on-premises 
infrastructure can be used with no need 
to rent cloud infrastructure. During high-
load execution, both types of agent can 
be used (figure 3), achieving higher load 
for the same cost and improving realism 
when testing mixed protocol products 
which will receive significant load from 
more than one source. Finally, executing 
a test using project agents only then the 
same test again using cloud agents, 
optionally in different geographical 
locations, will reveal effects on the 
SUT of network latency.

The cloud agents run on Amazon EC2 
high-CPU instances. When load is 
generated by capturing and replicating 
protocol-level traffic, a single instance 

can simulate up to 1,000 users. 
Generating the load from an actual web 
browser, which is often necessary for 
RIAs, is far more resource-intensive: an 
instance can typically generate up to 50 
VUs, depending on the amount and 
execution speed of the SUT's client-side 
scripting code.

However CloudBurst customers do not 
need to be concerned with the number 
of instances or other technical resources 
such as bandwidth consumed as that is 
handled transparently. The billing model 
is based simply on “VU days”, the number 
of VUs used and for how long, so it's truly 
elastic: you pay only for the testing you 
actually do. Even show-stopping defects, 
such as the detection of a defect which 
makes further testing pointless until it is 
addressed, cannot cause waste 

Chris Livesey is Micro Focus' VP, Application Management and Quality, EMEA & Latin 
America. For more information about SilkPerformer CloudBurst see 
http://microfocus.com/cloudburst
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On paper cloud computing models look 
great: elasticity, self-service, rapid 
provisioning and usage-based pricing 
promise obvious benefits for testers who 
want to work more effectively and flexibly 
at lower cost.

Nevertheless there is more activity in 
vendors' and providers' marketing 
departments than in testing organizations 
and IT departments. The status quo has 
yet to be shaken up. Most testing, by far, 
is still performed on a time-and-materials 
project basis. Tried and tested enterprise 

level on-premises tools are still the 
weapons of choice. Cloud's share remains 
minimal (figure 1).

Hardened IT budget holders regard the 
c-word with a weary shrug. Their indiffe-
rence (and in some cases confusion) is 
further piqued by vendors slapping a 
“cloud” badge on offerings inappropriately 
in order to sex up their portfolios.

That's not to say cloud isn't having an 
impact on testing: it is, especially in the 
following five areas, but that impact is 
small, only just starting and growing 
slowly.

Test environment
Using a cloud platform for test 
environments can look like a no-brainer 
and in certain circumstances it is. 
Available in minutes with no need to buy 
infrastructure, you can switch it on and 
off as you like and not pay for it when 
you don't use it. Tricky operations like 
reset and backup are made simple. For 
geographically distributed workgroups 
including those employing offshore 
delivery teams it has also proved a great 
way to provide truly shared environments.
Two groups of suppliers are underpinning 
this trend. Infrastructure as a service 
(IaaS) providers such as Amazon EC2 
and ElasticHosts offer dynamic 
provisioning of computing, storage and 
network resources. Platform as a service 
(PaaS) providers such as Force.com and 
Microsoft Azure provide the middleware 
and/or development platform on top of 

by Nick Mayes

Feet on the ground

Professional Tester is excited about what 
cloud computing can do for testers and 
testing. But what impact is it really having?

Nick Mayes rains on 
our parade
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Performance monitoring and reporting 
are important to those managing cloud 
applications and cloud itself is increasingly 
used to deliver them. For example 
Compuware Cloudsleuth and Amazon 
Cloudwatch take and analyse advanced 
measurements automatically in real time. 
Again they are highly scalable, pay-as-
you-go offerings.

The giants of the test tools business, IBM 
and HP, have been slow to adapt their 
tools to a TTaaS delivery model. Like other 
established vendors they are cautious 
about cannibalizing their existing license 
revenue streams. However as more 
customers look at innovative and/or 
cheaper alternatives including Open 
Source products and cloud provides a 
very easy way to try them all out, this will 
have to change. Even the biggest players 
will have to adapt to remain competitive. 
HP now offers SaaS flavours of Quality 
Center and QuickTest Professional.

Software testing as a service
In terms of competing for and winning 
business, perhaps the strongest cloud-
related activity in 2011 so far has been 

IaaS that enables users to develop and 
test as well as operate applications within 
the cloud.

However, these offerings have limitations. 
IaaS/PaaS can be great as a short term 
measure to help meet specific spikes in 
demand, but is typically commercially less 
attractive to support business-as-usual 
requirements. Also, many remain cautious 
about security, data integrity and network 
reliability implications of cloud infrastruc-
ture and are reluctant to use it to deliver 
business-critical systems.

Test tools as a service
TTaaS, providing access to applications 
used for testing and hosted remotely, is 
the most technically advanced type of 
cloud delivery. All kinds of tools are 
emerging but testing under load is the 
busiest area and so has achieved the 
greatest impact on working practices. 
Vendors such as LoadStorm and Keynote 
use cloud infrastructure to offer highly 
scalable load generators and monitoring 
tools for testing new web applications or 
websites. Customers are charged on 
a per-test basis.

that of testing services providers building 
cloud tools into their offerings. The result 
is sometimes called TaaS or STaaS.

That term is used too liberally to refer to a 
broad and sometimes confusing array of 
consultancy and resourcing propositions 
some of which have nothing to do with 
cloud computing. At its heart STaaS 
means service providers compiling kit 
bags of cloud-based tools, frameworks 
and accelerators to execute well-defined 
test material on a unit pricing basis. 
 
New STaaS offerings have been launched 
by the likes of Atos, CSC and Steria. Atos 
announced a cloud-based test and 
acceptance management service using 
IBM's Rational Jazz toolset, while CSC 
has partnered with Skytap to utilize its 
cloud-based test-and-dev platform.

Test consultancy firm Acutest provides 
test reporting as a service. It accepts raw 
data from cloud-based and other sources 
and delivers advanced reports targeted at 
specific recipient roles using effective 
communication channels, for example 
hourly updates sent to a smartphone. 

The cloud for testing
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Figure 1: Cloud's share remains minimal



We are likely to see similar offerings from 
providers with expertise in specific testing 
areas and functions soon.

The challenge to these models is that 
testing requirements change over the 
course of a project as scope, priorities 
and deadlines are shifted. When the input 
is a movable feast it becomes very difficult 
for a provider to charge for a fixed output.

Crowd testing
Crowdsourcing is outsourcing a task to 
a large group of people. Using a cloud 
collaboration platform enables those 
people to be geographically dispersed 
and various examples of testing-specific 
ones are emerging. Several companies 
including Mob4hire and The Software 
Testing Club use them to offer crowd 
testing and some of the large Indian 
services companies are dabbling with 
the model as a way to increase the 
utilization of their bench. But the highest 
profile player is uTest, whose proposition 
enables clients to test their websites, 
mobile apps and other software by tapping 
into a community of 43,000 testers spread 
across 178 countries. 

Crowd testing works best for “in the wild” 
rather than “laboratory” testing. For 
example it may be useful to an 
organization that wants to test public-
facing systems such as a new website 
or mobile handset apps in a real world 
environment, complete with slow internet 
connections, outdated browsers and 
different carrier combinations.

Crowd testing is controversial. It has high-
profile supporters such as James 
Whittaker of Google who predicted in 2008 
that it will become the “third generation” of 
testing (http://tinyurl.com/6glvgen) and it is 
undoubtedly now creating a real buzz in 
the testing space. Others including the 
editor of this magazine argue that it is an 
extremely late-lifecycle technique and 
therefore not testing at all, but bug hunting. 

Keeping people interested is one of its 
challenges. Most of uTest's community 
will not have regular work coming their 

way, but uTest says that members will 
keep visiting the web site in order to 
swap ideas and tips on message boards 
and access free training. Providers will 
also have to find out how to work in tan-
dem with the testing services community. 
While they position themselves as the 
friend of the client's internal testing team, 
they will increasingly need to cosy up to 
the big testing services providers as a 
greater proportion of work is outsourced 
as part of broader-scope managed testing 
engagements. uTest says it is already 
being invited to the table by some of the 
market's established players on RFPs 
where clients are keen to explore 
crowd options.

Testing cloud applications
Cloud will also affect testing by changing 
the types of applications organizations 
want to test. SaaS does not require 
change to test techniques or 
methodologies but it does to test 
implementation, specifically tools and 
operations. Testers used to working in 
a closed environment will have to learn 
to pay close attention to data encryption, 
security and the supporting network and 
desktop infrastructure.

One of the major drivers of testing spend 
over the next five years will be the need 
to integrate cloud-based applications with 
legacy systems and rework legacy 
applications to work in the cloud. This 
will create new challenges in 
performance, reliability, usability, 
compatibility, interoperability and 
compliance testing.

Long term forecast
For buyers of testing tools and services, 
the challenge of the next three to five 
years will be to keep track of the many 
new cloud-based tools that will become 

available and to evaluate their commercial 
propositions which can have complicated 
implications and be less attractive than 
they seem at first consideration.

One of the main beneficiaries will be 
small and medium-size businesses that 
previously did not have the budget to 
invest in enterprise-class offerings. Larger 
businesses will also be able to push their 
incumbent tools and services suppliers for 
more flexible delivery and pricing models. 
But they need to pay particular attention 
to the scalability of cloud-based offerings 
which may hit a ceiling in cost 
attractiveness quickly. 

Testing consultancies and service 
organizations will have to adapt their 
talent pools to meet the demand for new 
skills. Building cloud-based tools into their 
portfolios could help them to create more 
price-competitive offerings and to win 
business against larger players whose 
model is based on labour arbitrage.
 
The biggest trend in the testing services 
community over the last decade has been 
the rise in use of skilled testers in low-cost 
locations such as India. Does cloud spell 
the end for the need for the sort of labour-
intensive projects that are the bread-and-
butter of the offshore testing community?

PAC believes that for the next ten years 
and beyond, many businesses will still 
be dependent on the legacy systems that 
they implemented in the 1990s and that 
won't necessarily be suited to cloud-based 
testing tools. Large enterprises will remain 
rooted to the SAP and Oracle platforms 
that have extended their reach throughout 
the organization during the last two 
decades. There will still be plenty of 
demand for manual testing and on-
premises test automation 

Nick Mayes is a research director at PAC UK (http://pac-online.com)
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The test procedures worksheet
One procedure for each case is created in 
this worksheet (figure 2). To start, list the 
steps and expected outcomes of the test 
procedure in column A. Then replace the 
absolute input values with references to the 
test cases worksheet, for example

="Click the 'Your age' field and enter 
'"&'Test cases'!B8&"'"

Next, replace the absolute output values 
with the ones calculated by the test cases 
worksheet, for example

="Decision is '"&'Test cases'!B14&"'"

Where what is displayed varies depending 
on outcome, use the IF function to qualify 
the step or outcome, for example

=IF('Test cases'!B14="yes","No reason for 
decision is displayed","Reason for decision 
is '"&'Test cases'!B24&"'")

Where a step does not apply under some 
circumstances, use IF to eliminate it 
dynamically. However when a step is 
omitted, replace it with a marker string (eg 
“XXX”) rather than leaving cells empty: we 
will see why that matters later. For example 
suppose the user is to be asked to confirm 
acceptance of terms only if the decision 
is yes:

=IF('Test cases'!B14="yes","XXX",IF('Test 
cases'!B30="accept","Check the 'I accept 
the terms and conditions checkbox'","Clear 
the 'I accept the terms and conditions 
checkbox'"))

It is easiest to list the steps and their 
expected outcomes sequentially as shown 

so that each column in the test procedures 
worksheet refers to a different column in 
the test cases worksheet. Using the more 
common side-by-side layout means two 
columns refer to one so formulae in the 
second need to be adjusted to point to the 
correct column after pasting or filling. 
Where the SUT is complex and the number 
of test procedures is very large (which is 
rare) this could be done by writing a simple 
macro to populate the test procedures 
worksheet. If side-by-side layout is required 
in the scripts, it can be created when they 
are output.

Publishing test scripts for 
manual execution
So the test procedure sheet contains as 
many columns as the test cases 
worksheet: in the example depicted, there 
are only four so far. Complete coverage of 
output partitions would require 16. However 
many you decide to use, you can generate 
any number of complete, ready-to-execute 
test scripts - thousands in a few minutes - 
based on them. 

It would be possible to generate many 
and/or very large worksheets to hold them, 
but it's not necessary. It is easy to output 
them to text files in your preferred format, 
whether to be read by a human, imported 
to a tool that assists with manual execution, 
or executed automatically. Figure 3 shows 
VBA code to do that and figure 4 an 
example of its output. For clarity in this 
example the tests and steps are simply 
numbered, but it is easy to include your 
usual traceability and configuration 
management information by modifying
the code.

Note that the code detects how many steps 
there are by finding the height of the test 
procedures worksheet by searching for its 
first blank row. That is why it is important 
that all the procedures have the same 

by Martin Mudge

Recital of the script

Generating test scripts for manual and 
automated execution
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Martin Mudge 
concludes his two-part 
tutorial on automatic 
test production using 
Microsoft Excel

Test preparation

In part one we built an Excel workbook 
that generates test cases (see figure 1) 
and calculates the output partition 
coverage they achieve. Their expected 
outcomes are chosen using the drop-down 
menus in the “Decision/lender 
compatibility” section at the top.

Now we will see how to generate test 
scripts to implement the test cases. First, a 
new row (row 34 in figure 1) is added to the 
test cases worksheet to enable the user to 
specify how many test scripts should be 
generated for each test case. The 
“Generate” button will be clicked to start 
the process.



absolute values with references to the test 
cases worksheet. This example is for 
HP QuickTest Professional:

="Browser(""ImaginaryLoan.com"").Page(""
You and the property_1"").WebEdit(""Your 
age"").Set """ & 'Test cases'!B8&""""

Any additional lines needed for execution 
can be embedded by modifying the 
workbook's VBA code, or by using the 
tool's script editor's facilities.

Obviously this is functionally equivalent to 
having the tool read values and 
parameters at execution time, but under 
some circumstances “pre-merging” the 

number of rows. Omitted steps, identified in 
this example as XXX, are simply not output 
by the code.

By choosing tests on the test cases 
worksheet, referring to the coverage 
worksheet, it is simple to create batches of 
scripts for different individuals to run or for 
special purposes such as to gain extra 
assurance on a change to the SUT or 
targeted regression testing.

Because the test scripts include explicit 
steps and absolute input values they are 
easy to execute: the tester has all the 
information needed in one place. They are 
ideal for crowd testing.

Automated execution
The workbook can also be used to output 
test scripts for a test execution tool. The 
method is the same: record or script one 
instance of the test and copy it into the test 
procedures worksheet, then replace 

scripts can be easier to manage. The need 
for additional data files is eliminated, 
simplifying version control. Every new set 
of scripts generated includes completely 
refreshed input data automatically, 
increasing test comprehensiveness and 
potential to find defects. This method also 
offers an easy way to create equivalent 
scripts for multiple execution tools (just 
create a separate test procedures 
worksheet for each, with formulae 
containing different execution code but 
drawing the same input and expected 
results data from the test cases worksheet) 
which can be useful for migration testing.

The scripts are self contained and they run 
independently of anything except an 
execution engine: they are ideal for remote 
execution, including in the cloud 
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Figure 1: The test cases worksheet Figure 2: The test procedures worksheet

Figure 3: VBA to generate the test scripts

Figure 4: Test script for manual execution

Martin Mudge is the founder of BugFinders.com, which provides pay-per-bug crowd 
testing services and free training resources for testers. The example workbook can be 
downloaded from http://bgfd.in/njgxtV

Part one of this article is in the October 2011 issue of Professional Tester



TestExpo Autumn 2011: How can we 
test tomorrow's applications today?

to our industry. Green Hat focused on the 
evolution of the cloud and viable appro-
aches to testing within it while iTrinegy 
discussed how to deliver effective 
network-related software performance 
testing services without using live 
production networks or requiring network 
expertise. HP showcased its ability to offer 
software testing services for enterprises 
across mobile and cloud-based platforms 
while retaining high levels of customer 
satisfaction. Coverity explained how 
CERN is able to process the 15 petabytes 
of data a year currently generated by the 
Large Hadron Collider accurately, 
searching for information that could help 
lead to the 'god particle'. Microsoft 
discussed how the modern and changing 
world continues to create new challenges 
that must be faced in fresh and innovative 
ways by testers. 

The Innovation Panel 
The original Innovation Panel convened 
at our March event with great success. 
Again the discussion was led by some 
of the most interesting voices in testing. 
It revolved around ideas of and about 
tomorrow's applications and what we 
can do today to prepare future testing 
practices. Three members of the Sogeti 
team, deputy CEO Richard Terry, auto-
mated practice lead Marco Venzelaar 
and test management tools practice lead 
Andrew Fullen were joined by Ed Hill, 
application solutions director at HP and 

Giles Davies, a technical specialist 
from Microsoft.

The panel agreed that innovation is 
no longer simply about change, but is 
about getting things done better, faster 
and at lower cost. “If tools lag behind 
technology innovation,” said one panelist, 
“then testers must knock on the doors of 
vendors and demand new tools, or find 
new ways to use old tools more 
intelligently.”

The notion that manual testing days 
are over was discussed. It was agreed 
that manual testing actually still serves 
a purpose for the majority of businesses, 
but that the concept of a 9-to-5 day of 
pure manual testing for any professional 
can now safely be consigned to history. 
Today testers must be capable of handling 
manual testing as required, but they 
must also be able to adapt to the 
evolving automated testing landscape.

The conversation between the panelists 
and the audience dealt also with topics 
including testing as an intrinsic part of the 
software lifecycle, building quality in not 
bugs out, communication issues between 
developers and testers, ongoing challen-
ges of adopting agile and who should get 
the credit for successful testing.

The feedback
We thank everyone who participated and 
made the event a success. We are 
planning the next and ask for PT readers' 
thoughts on how we can make it even 
more informative and enjoyable 

by James Higgins

Tomorrow might 
not be the same

James Higgins 
reviews TestExpo 
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Advertising feature

TestExpo Autumn 2011 was an 
enlightening day of first hand insights to 
the minds of the professionals driving our 
industry. The 27th TestExpo took the 
theme A world of difference: testing 
tomorrow's applications today and was 
held at at London's Queen Elizabeth II 
Conference Centre in September 2011. 
Speakers, delegates and panelists 
explored the areas in which they believe 
the testing community will uncover its 
most interesting challenges, successes 
and methodologies in the coming years. 
There was also plenty of time to learn 
about the latest industry news and 
developments, to network and to share 
recent experiences and generally catch 
up with those of like mind.

The exhibition floor
Vendors and exhibitors at TestExpo  
maintained the theme of the event by 
demonstrating methods and techniques 
with future testing in mind. Seapine 
Software and Epicentre offered tools and 
advice to attendees looking to gain insight 

James Higgins is event director of TestExpo (testexpo.co.uk). Contact him via 
http://www.uk.sogeti.com/Contact-Us. See also the Sogeti blog at 
http://blog.uk.sogeti.com
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This edition of RCA considers several 
obvious failures, all seen in the same 
application: the bus and tram ticket 
vending machines in Bergen, Norway.

Mind your language
The German version of an information 
screen is mostly in Norwegian (see figure 
1). The first paragraph is German but it is 
cut off in mid sentence by a heading and 
subheading in Norwegian. Another  
German sentence is then followed by 
nearly two columns of Norwegian. The 
screen returns to German briefly with the 
subheading “Meine Karte” immediately 
followed by more Norwegian. The two 
buttons at the bottom are labelled 
correctly in German.

The user experience
Every tester knows that “help” content, in 
applications of all kinds, is a rich source 
of defects. It is typically given low priority, 
justified by the fact that it is rarely read 
because it doesn't work: users almost 
never find the information they want. 
(There are some admirable exceptions.)

It's important however to consider the 
effect on people who do try to get help, ie 
those who need help. Failing to provide 
it is bad. When that failure is the result of 
a deliberate decision that they are less 
important than those who do not need 
help, it's worse: it could be called 
discrimination. While public transport 
operators have a captive customer base 
businesses which do not, such as IT 
suppliers, should consider the implications 
of making even a few customers feel they 
are not cared about.

The root cause
Was someone given the task of 
translating a file but somehow interrupted 
before finishing the job? Has a file been 
corrupted by an editing mistake? Did 
configuration management fail, allowing 
an old version into the build? All these 
are possible, but it is more likely that the 
text is not contained in a single file but is 
composed from snippets in a database, 
similar to the way desktop application 
dialog texts and error messages are 
stored. That is a common and sensible 
approach which should make coding and 
testing easier. Comparison with other 
language versions of the screen 
supports this theory: notice the 
inconsistent vertical spacing. The 
design places sections at absolute 
positions rather than flowing text in the 
available space, and that is part of the 
problem: insufficient space has been 
allocated for the first paragraph. The 
Norwegian version fits perfectly.

by Hans Schaefer

Magic bus

For testers who like bugs the buses in 
Bergen are just the ticket
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Hans Schaefer is our 
guest rude coarse 
analyst

Rude Coarse Analysis



So my guess at the root cause is in two 
parts. First, it was not asked whether the 
screen design would work if the amount 
of text to be displayed changed. This 
question is so obvious that it raises 
suspicion that the design was not 
reviewed properly, or perhaps at all, as 
part of analytical testing. 

Secondly, presumably this screen has 
never been visited by anyone inside the 
organizations that created and operate it. 
That means the empirical test coverage 
was insufficient.

How could testing have helped?
The time and effort devoted to the 
technicalities of testing can make us forget 
or neglect basic quality control activities. 
It's very surprising that the failure was not 
detected in acceptance testing. A ticket 
machine has a small number of screens 
and surely it wouldn't have been too 
expensive to ask a competent reader of 
German to look at all of them. 

However if detected at that time the 
underlying design defect would have been 
expensive to repair. It would likely have 
been detected early enough to remove it 
at low cost very quickly by any properly 
conducted technical review.

However it is stored, all the text intended 
to be read as German could easily have 
been dumped into a single text file and 
spellchecked. That would have detected 
the non-German words immediately. 
Spellchecking is an under-used tool. It's 
very useful for web testing too: just use 
the browser to select all the text on a page 
and copy it into a word processor. It costs 
almost nothing. There's no excuse for not 
doing it to all production text. It would also 
have prevented other failures like the one 
shown in figure 2.

Fail++
As well as an odd mixture of English and 
Norwegian, the screen shown in figure 3 
has two columns of buttons labelled +. 
The ones on the right are used to subtract 
1 from the number of tickets and should 
be labelled –.

The user experience
The worst effect is on usability. The 
failure makes it harder to understand the 
controls which is a shame because they 
are well designed and would be simple if 
implemented correctly. So what will a first 
time user do? Some will give up and try 
to find someone to help, for example a 
driver, possibly causing delay. Others will 
touch the “Cancel” or “Back” button and 
navigate around trying to find a way they 
can understand to buy a ticket, 
eventually arriving back at the same 

Rude Coarse Analysis
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screen. Some will touch a + button 
experimentally and if they choose one 
from the left column will likely proceed 
with their transaction without further 
difficulty. If they choose one from the 
right column it will appear to do nothing. 
With luck they may then try one from the 
left column and figure out the defect. So 
the most positive emotion they can be 
expected to experience is confusion and 
the next most positive is contempt.

The root cause
This is probably a reuse error. Code to 
display the buttons was copied and pasted 
but the programmer forgot to change the 
labels. It's an easy and very human slip 
and there is no known way to prevent 
such things happening.

How could testing have helped?
It is inconceivable that a test step 
equivalent to “click the top minus button 
and verify that the 1 to its right is now a 0” 
was not executed. It almost certainly was, 
but by a tool that identified the buttons by 
a property other than their label. Manual 
execution of the step would have detected 
the defect immediately.

In fact the defect may have been detected 
by the tool: evidence of it probably is or 
could have been recorded somewhere 
in the test results. But that evidence is 
difficult to spot even in careful manual 
checking so has not been reported, ie 
brought to the attention of a human.

If this is a regression defect, the difference 
between the test results and previous 
ones would probably have been found 
with the use of a comparator. If it is 
original, it should have been found by 
static inspection of the screen before 
it was integrated.

The looney off the bus
I don't want PT readers to think I am the 
kind of person who hangs around bus 
stops in the rain applying boundary value 
analysis to ticket machines but I have 
discovered that this screen accepts an 
order for up to 99 group tickets: more 
people than any bus carries. It also 

accepted up to 98 seniors but when I 
touched the + button to increase that to 
99 it did not change but the adult field 
changed from 0 to 1 instead.

The root cause
It's harder to make guesses about 
these incidents: perhaps they are not 
defects and the maximums are as 
specified in requirements along with a 
rule that no group of more than 98 

seniors may travel without at least one 
younger adult to supervise them.

How could testing have helped?
If these are in fact defects they would  
have been not detected but actually 
prevented by analysing requirements 
during early test design using the most 
basic test design techniques such as BVA. 
That is of course if any adequately 
expressed requirements were available 

RCA speculates about alleged software failures we have seen or heard about. We don't 
know for certain whether any of this information is true and we don’t intend to imply any 
criticism of organizations or individuals. If you know more than us about these or any 
other alleged failure please tell us.

Hans Schaefer is a testing consultant, trainer and published author. Visit his website at 
http://softwaretesting.no

Rude Coarse Analysis
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