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Digital disruption is creating huge challenges 

to the commercial norm and traditional 

business is struggling to contain behemoths 

that seem to have been created overnight. 

Uber, Airbnb, OpenTable are just three 

commonly name-checked examples of 

new players that have changed the 

rules of engagement. 

What is at the heart of these – and other – 

disruptors is the ability to provide consumers 

with convenience, personalization and control. 

If a business isn't able to factor those benefits 

into its offer, then it is vulnerable to new 

entrants that can. This explains some of the 

findings behind the PAC research featured in 

this issue. Over three quarters of respondents 

listed 'the expansion of their digital presence' 

as their number one IT priority over the 

next two years. 

By digital presence, the study means the new 

wave of 'SMAC' developments: social media; 

mobile; analytics; and cloud. These are 

the areas that senior testing executives at 

European businesses believe will have a 

significant impact on their business and 

revenue growth in the next three years. 

There is a need to bring innovation to 

market at speed but how will shortening 

deadlines impact quality? Are current testing 

practices able to help business deliver or will 

there need to be a radical overhaul in the way 

that organizations approach delivery? 

We asked contributors to consider what 

methods and practical approaches can help 

address quality at speed, and as ever, we'd 

value your feedback and thoughts on how 

this new disrupted business landscape 

might create opportunities to transform 

testing environments. 

Vanessa Howard

Editor 
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by Nick Mayes

Digital ambition and its 
impact on testing in Europe
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The testing and quality assurance 
function faces a massive challenge as 
it tackles two important but divergent 
demands of the business. 

Firstly, it is required to help with the overall 
efforts of the IT organization in reducing 
the “lights on” operating costs by running 
testing more efficiently. 

The other is to ensure that the testing and 
QA function is able to support the digital 
agenda of the business. The need to 
modernize and innovate in areas such as 
mobile applications, self-service websites, 
social media analytics and multi-channel 
e-commerce platforms is hugely important 

The digital agenda dominates discussion 
between business and IT leaders, but what 
impact is it having on the testing organization? 
A new study based on the input of 200 
European testing executives provides some 
interesting insight into the current state of play.

The perception of 'digital 
testing' is sometimes that 
quality is sacrificed for 
speed.

in order to remain competitive and meet 
the rapidly changing demands of the 
customer. 

Against this background PAC conducted 
a survey among 200 senior testing and 
IT executives in European businesses 
(France, Germany, Italy, the Netherlands, 
the Nordic region, Spain and the UK) 
each with more than 500 employees.

Digital importance
The first point to clarify is that “digital” is 
clearly an important issue for European 
businesses today. More than three quarters 
of respondents agreed that the expansion 
of their digital presence would be their 
number one IT priority over the next two 
years. PAC defines 'digital' technology in 
the context of this study as encompassing 
the new wave of developments in what is 
commonly referred to as the 'SMAC' stack: 
social media; mobile; analytics; and cloud. 
And senior testing executives at European 
businesses believe that all four areas will 
have a significant impact on their business 
and revenue growth in the next three years, 
with at least 55% expecting a 'medium' or 
'high' impact across all four areas.

This is being reflected in where businesses 
are channeling their testing investment. The 
study found that while companies currently 
allocate 23% of their budgets to new 
development in 2015, this will increase to a 
level of 27% in 2017. And while more than 
30% of participants invest as little as 20% 
or less of their budgets in supporting new 
projects, this will shrink to 23% over the 
next two years. The study found that budget 
pressure remains the primary challenge for 
testing executives in 2015, so it is 
encouraging to see that it is the testing of 
existing applications that is likely to see 
strongest focus in terms of efficiency during 
the next two years. European businesses 
clearly expect digital to have a significant 
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and social channels are having on their 
business. The second biggest concern is 
that of integrating digital into legacy 
systems, which was flagged as a 'primary' 
challenge by 39% of participants. 

Functional and security testing top the 
priority lists for European businesses in 
terms of their digital testing strategies. 
More than 90% of participants in the 
study cited these areas as either top or 
secondary priorities, with 65% stating that 
functional testing are a top priority. It is not 
surprising to see security testing near the 
head of the list, with 60% citing it as a top 
priority. Many of Europe's leading testing 
services firms name security testing as a 
major growth area in 2015, and there has 
been a big shift in focus away from network 
perimeter testing to the application layer, 
which is where the threat of attacks and 
breaches looms largest. It is intriguing to 
see load testing listed as the number one 

priority by just 37% of participants. This is 
largely due to the array of mature and 
scalable load testing automation tools and 
platforms currently available on the market, 
which makes this less of a challenge 
than it once was. 

Speed or quality? 
The perception of 'digital testing' is 
sometimes that quality is sacrificed for 
speed. A 'fail fast' approach to launching 
services such as new mobile apps is 
accepted, if lessons are learned, feedback 
is acted upon and a new, improved offering 
is put in place ahead of the competition. 
However, the study found that the need to 
improve quality remains the top goal of 
European businesses for testing both 
existing applications and new projects. 
That said, speed remains more important 
in testing new development projects where 

impact on their business, but how far have 
they got in terms of developing a strategy 
for testing these technologies? It is clearly 
a work in progress, with just 18% having 
fully implemented their strategy and more 
than one half yet to put one in place – 
although 35% are aiming to draw up a 
strategy in the next 12 months. Businesses 
in the UK and Germany lead the way. In 
the former, 26% claim to have fully imple-
mented their digital testing strategies, with 
a further 32% having one in place with 
implementation planned in the 
next 12 months. 

What challenges are European businesses 
looking to tackle with their digital testing 
strategies? The biggest obstacle is per-
ceived to be taking a consistent approach 
to testing across multiple channels of 
engagement, which was cited as a primary 
challenge by almost half of all participants. 
This is a particularly strong challenge in 
the financial services sector, where 63% 
of participants cite it as a major issue, 
reflecting the impact they believe mobile 
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Q. How do you currently test digital applications to 
     ensure they meet real world requirements?

45%

We use emulators

59%

We test in
production

66%

We do real device
testing

67%

We use
virtualization
technologies



6

in Spain (80%) have the strongest appetite 
for increasing their investment in agile, with 
the likes of banking giant BBVA using it as 
a key pillar of its ambitious digital transfor-
mation program. UK businesses (69%) 
have the highest level of planned invest-
ment in mobile technology, while organiza-
tions in the Nordic region (68%) will lead 
the way with the adoption of DevOps.

Conclusions
There isn't a right and a wrong way of 
approaching the digital testing challenge. 
Our study found that the majority of 
businesses are using the same teams to 
test both new development projects and 
existing applications, and for some, this 
may be the best approach – particularly if 
their core testing team has the bandwidth 
and mind set to embrace new approaches 
and tools to keep up with the pace of their 
company's digital ambitions. 

it is cited as a primary goal by 64% of 
participants versus 57% in the context of 
testing existing applications. This is parti-
cularly the case in the UK, where 70% of 
businesses see the acceleration of testing 
cycles as a primary goal, versus 60% for 
existing applications. 

Digital projects are designed to enable 
businesses to gain value from new 
technology, but the impact on the testing 
function appears to make it more business 
process-centric than applications-centric. 
Some 60% of participants expect this swing 
towards the business process, which is 
encouraging as the growing complexity 
of IT estates means that end-to-end 
processes can span many different 
enterprise apps and digital platforms. At 
a regional level, the general trend is that 
the more mature markets show a stronger 
swing towards becoming more business 
process-centric. Three quarters of UK 
businesses expect their testing approach 
to head in this direction as a result of their 
digital agendas, with organizations in the 
Nordic region (67%) not far behind. 

European businesses are taking a diverse 
approach to ensuring that testing digital 
applications meet real world requirements. 
All of the participants in the study use at 
least two of the four approaches, with 
virtualization and real device testing the 
most popular. Businesses in the UK 
displayed the most interesting pattern in 
their approaches, with just 34% testing 
digital applications in production, with 69% 
using virtualization. The highest level of in-
production testing tended to occur in the 
less mature markets of Spain (67%) and 
Italy (60%), although an exception here 
was France, where 69% of participants 
stated that they undertook testing 
in production. 

Mobile testing will be the top investment 
hotspot for European testing executives 
in 2016. Some 65% of participants in the 
study plan to increase spending in this 
area, but more than half of organizations 
plan to ramp up investment in agile and 
DevOps. There were some interesting 
trends at a regional level. Businesses 
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and Worksoft is available to PT readers from this link https://www.pac-online.com/ 
digital-testing-europe-strategies-challenges-measuring-success

For others undergoing a more radical 
digital transformation – and we are seeing 
some dramatic change programs taking 
place across all industry sectors from 
banks to public sector agencies – the best 
solution may be a two-pronged approach. 
In this case, the challenge will be to bridge 
the gap between the two sides, ensuring 
quality as well as speed. It is not surprising 
that many businesses are increasingly 
looking to leverage external tools and 
expertise to help them on this journey.

One of the most interesting findings is that 
quality remains the most important driver 
for both testing existing applications and 
digital projects. Digital may be shaking up 
the testing function, but the ultimate goal 
remains the same – to drive continuous 
improvement in the quality of software, 
which in the digital age has become the 
lifeblood of the business 

Functional testing

Security testing

Performance testing

User experience testing

Load testing

API testing

Network testing

Top Priority

Secondary Priority

Not a Priority

Q. What are the main priority areas of testing 
     activity in support of your digital strategy?



by Aidan Rigney

Take a step back –
Mobile testing   

Most software projects today include 
a dedicated mobile app or a mobile 
compatible website and it has introduced 
unique challenges to test approaches and 
test tooling. It is critical that a test strategy 
is tailored to meet its demands and it helps 
to first take a step back. Let's start by 
considering the dynamics of this unpre-
dictable, fast-paced and fragmented world. 

The great mobile challenge
"Here today, gone tomorrow" is probably 
the best way to characterize the pace of 
change in the mobile market. In fact, many 
of today's most popular handsets and 
tablets become out-dated and irrelevant 
in a matter of months.

The numerous operating systems and 
plethora of platform versions, networks, 
hardware, and form factors make it 
challenging to maintain application quality. 
In fact, at the time of writing this article, 

Take a step back is a series of articles that 
focuses on a common practice and asks why it 
exists, what is its purpose and how can it be 
customised to make it fit for purpose? 

Mobile application testing 
simply cannot be served by 
the traditional development 
and QA cycle.

Apple had just launched iPhone 6S (with 
iOS 9), which included 3D Touch (formerly 
ForceTouch) and new device-specific 
gestures such as Peek and Pop. This 
increases the user experience but further 
complicates the mobile testing landscape.

New devices contain the latest or near-
latest OS versions, and they usually 
automatically upgrade to the newest 
available version. There are no guarantees 
that an application developed according to 
an older version will function properly with 
a new version; enterprises have no choice 
but to conform to this pace and continually 
develop and test version updates for their 
applications. 

This is in contrast to the upgrade cycle for 
desktop operating systems. Windows 10 
has been released recently, but many 
enterprises never upgraded to Windows 8 
and a large percentage still use Windows 7 
and a small percentage are still running 
Windows XP (released in August 2001).

The mind map here, Figure 1, highlights 
some of the topics you need to consider 
for mobile testing but this is by no means 
exhaustive. 

Adapting the software development 
lifecycle for mobile
Mobile application testing simply cannot 
be served by the traditional development 
and QA cycle. A tremendous number of 
customers will instantly adopt newly 
released mobile devices and OS versions 
and connect right away to applications and 
websites. Although an organization may 
not be prepared to introduce an updated 
application version, users expect nothing 
less than a flawless user experience.

In the mobile market, the risk accumulated 
between product releases is much greater 
than in traditional software. This is 
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purchase can be interrupted by an 
incoming call or dropped because of 
connectivity issues. How will your mobile 
app interact with connected wearable 
devices such as Apple Watch and 
similar watches?

Traditionally software developers have 
the luxury of assuming all desktops are 
basically the same, regardless of 
manufacturer, CPU, and memory. In 
mobile, no such assumption can be made. 
The differences between devices are too 
great and cannot be ignored. Therefore, 
compatibility, also known as porting, is 
added to the development cycle to validate 
application and content compatibility, 
performance and user experience 
across devices.

Automation, Automation, Automation
To deliver the required short development 
lifecycle and to still meet user expectations, 
the QA timeframe must be shortened, 
despite the added complexity of interope-
rability and compatibility. As development 
cycles become shorter over time, the need 
for automation in regression testing has 
turned from a "nice to have" into manda-
tory, particularly when using agile or 
iterative development methodologies. 

For agile methodologies to work correctly, 
we need to ensure that the already-
developed components continue to work 
and that they are not exposed to defects 
that were introduced in the most recent 
sprint. The automation framework must 
be able to work across different devices 
and operating systems and support 
multiple versions of the application 
under test in parallel.

Contrary to some beliefs, automation is 
an enabler for success and not a cost-
reduction tool in testing.

Mobile Performance
Specific attention should be given to the 
performance of the mobile application 
across supported devices. This includes 
monitoring of resource usage in active 
and idle states (memory, CPU, battery, 
data usage) and ensuring that for long 
running tasks the user is well informed 
as to the progress. There are various tools 
available from the OS vendors and third 
parties to monitor resource usage and 
detect memory leaks.

Memory: Ensure that memory usage in 
active and idle state corresponds with 
profile expectations. If memory usage 

because the market changes are much 
faster. For example, when developing a 
traditional web application such as online 
banking, the chances that the IE browser 
version will change within a six-month 
development cycle is unlikely. In mobile, 
the leading devices and OS versions are 
very likely to change with this six-month 
timeframe. This leaves enterprises no 
choice but to accelerate the release cycle 
in order to limit risk exposure. Choosing 
not to quickly release updated versions 
will make a mobile app irrelevant.

Interoperability and Compatibility
The mobile world is characterized by a 
plethora of devices, screen resolutions, 
operating systems, network operators and 
locations. In a world comprised of tens of 
thousands of different client devices, and 
over 400 operators around the globe, 
testing your mobile application can 
become a real problem.

Interoperability is a completely new mobile 
phenomenon. Browsers do not receive 
phone calls but phones do. Similarly, device 
events such as SMS or notifications can 
occur at any moment, causing unexpected 
interruptions to a running application or 
transaction. For example, an online 
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Figure 1. This mind map highlights some of the topics to consider for mobile testing 



mobile application and the different 
testing options:

Client
Dynamic (client-side fuzzing)
Static (binary and code review, file 
system/memory analysis)

Network
Dynamic (traffic analysis)"

Server
Dynamic (full dynamic testing of "
back end)
Static (full code review of back end "
code base)

Any mobile testing approach that doesn't 
involve testing the fully running application 
in its production-like configuration, with all 
its various components interacting with 
each other, is an exercise in theory rather 
than real-world security testing. This means 
that it is important to get full external end-
to-end connectivity testing (WiFi, 3G/4G 
etc.) as early in the lifecycle as possible. 

Mobile Device Lab
A lot of the mobile apps enterprises 
develop are targeted at staff which permits 
you to have some (if limited) control over 
the devices that you are required to 
support. For client-facing mobile apps 
(uploaded to third-party app stores) you 
have much less control over the devices 
in use and thus you have a bigger 
testing challenge.

Even if you were to decide to build a fully 
stocked test lab of all potential devices our 
clients might use, you would probably need 
to replace approximately 10 devices each 
quarter to remain current. This would come 
at a very high cost both in terms of money 
and time.

There are three solutions to the device 
fragmentation problem.

1. Test the edge cases (boundaries). 
Test on the lowest spec devices (lowest 
CPU, screen resolution, memory, oldest 
OS, slowest network etc.) and repeat on 
the highest spec devices. Some high-

""

increases over time, care should be 
taken to check for memory leaks.

CPU:  Ensure that CPU usage in active 
and idle state is as per expectations. Apps 
running in the background should have 
minimal to zero CPU usage. Specific care 
should be taken with CPU usage during 
reconnection logic and during 
synchronization (where applicable).

Battery: Ensure that the application does 
not negatively affect battery usage, 
especially when running in background 
mode and idle state. Battery usage is 
highly correlated to CPU usage.

Data:  Most mobile data plans have over 
time moved away from "all you can eat" 
unlimited data plans to capped or metered 
data plans. This means that specific care 
should be taken to ensure that only the 
data absolutely required is transferred by 
your application. Data should be 
compressed whenever possible. It is also 
recommended that data is coalesced or 
throttled on the server side to prevent any 
unnecessary or stale data being transferred 
to the mobile device.

Mobile Security
Security adds a new layer of complexity to 
testing mobile applications. With mobility, 
the client side of your applications is more 

(1)important than ever  . Instead of accessing 
your website from the safe confines of work 
or home, your customers and/or employees 
can now perform sensitive transactions 
anywhere. As a result, mobile applications, 
and the devices and data they interact with, 
can be more easily attacked.

!Mobile application security is not just 
about the application located on the 
device; it is also about the network traffic 
going between that application and its 
back-end server, as well as the server 
components themselves.

This means not only reviewing these 
components from the outside while the 
application is running (dynamic testing), 
but also at the code level (static testing). 
Consider the following components of a 

Aidan has held executive QA positions at 
UBS, Barclays, Bank of America and ING 
among others and is currently director of 
testing services at SQS Ireland 
(www.sqs.com). 
Find out more about Aidan at 
https://www.linkedin.com/in/aidanrigney

level assumptions could be made that if 
it works on the worst and best, all 
devices in between should work.

2.  Test the lowest common 
denominators. 
While the number of individual devices 
may be large, there is a lot of 
commonality between devices and they 
can be grouped into device families. 
Again high-level assumptions could be 
made that if it works on a Samsung 
Android 4 tablet that it should work 
on a Toshiba Android 4 tablet.

3. Use a shared test lab. 
Instead of building your own test lab, 
you could use a shared test lab provided 
by test specialist vendors or give the 
app to the vendor to test on your behalf. 

In reality, a combination of all solutions will 
need to be taken. The number of devices 
that an application should be tested 
against should be ramped up as it moves 
through the SDLC. Development and low-
level testing should be run against a small 
number of key popular devices (e.g. 4-6), 
regression should be executed against a 
slightly larger set (e.g. 10-12) and finally 
prior to launching a new application, 
acceptance testing should be completed 
against a large set of device families (e.g. 
20-30). 

So before you define your test approach 
for your next mobile app project, 
take a step back…

(1)

Ecosystem of Risk, HP

 

Extract from Mobile Security – Mapping an 
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by Ravi Kumar BN

Manage risk by playing it SAFe
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Once enterprises decide to “go agile” 
they can choose from different 
methodologies and frameworks. There is 
no universal agreement about which is the 
“best framework or method” and there is no 
one-fits-all solution but here I cover how 
test automation can align with program 
execution while working on scaled agile 
projects by using a scaled agile framework.

Scaled Agile Framework (SAFe™) was 
created by Dean Leffingwell and is defined 
as a: “Proven, publicly available framework 
for applying lean and agile practices at 
enterprise scale.” It remains a popular 
process for enterprise-wide agile adoption 
as its pre-built framework describes the 
individual roles, teams, activities, and 
artifacts necessary to scale agile from 

There are practical approaches that use lean 
and agile practices to align test automation 
with program execution for scaled agile 
projects yielding better outcomes

Test automation is critical 
and if efforts start late and 
without the appropriate 
preparation, it will struggle 
to cope with a moving 
target.

team to enterprise level whilst providing 
a useful cadence for teams to follow. 
 
SAFe defines three levels for scaling 
an agile organization:
 
1. Team: SAFe describes agile teams as 
the “fighting force” for defining, building 
and testing software. Feature teams finish 
iteration backlog stories, and demonstrate 
a team iteration demo. At the team level, 
multiple agile teams build and test small 
features within a single business domain 
or system component, and deliver running, 
tested features (user stories) on a set 
cadence (usually every 2 weeks) to 
the system team. 

2. Program: At program level, SAFe 
focuses on the principle of alignment as the 
efforts (product features) of a number of 
agile teams are integrated and tested often 
by a system team in order to create larger 
value. Program increment (PI) is a fixed 
time frame; with 10 weeks set as a default.

The system team in PI provides the 
process and tools needed to integrate and 
evaluate assets early and often. All the 
feature teams’ backlog items are 
integrated, tested, and demonstrated at 
system demo, as shown in Figure 1. 

SAFe prescribes fixed release dates with 
a variable scope using the release train 
metaphor; if a feature misses the train (the 
date), it has to wait for the next release 
train. The ‘Agile Release Train’ (ART) 
follows the PI cadence of 8-12 weeks. 
The aim is to develop on the cadence 
through sprints from each feature team 
and release on demand at each PI 
from the release team. 

3. Portfolio: At the portfolio level, 
lean/agile principles are applied to balance 
the workload with delivery capacity and are 



Program Increment 1 Program Increment 2

Agile Release Train (ART)

Program Increment 3

Program Increment 3

SP
2

SP
2

SP
2

TA
2

TA
2

TA
2

SP
2

SP
2

SP
2

SP
1

SP
1

SP
1

TA
1

TA
1

TA
1

TA TA TATA TA TATA TA TATA TA TATA TA TA

Test Automation Test Automation

SP
1

SP
1

SP
1

SP
3

SP
3

SP
3

SP
3

SP
3

SP
3

SP
3

SP
3

SP
3

SP
4

SP
4

SP
4

SP
4

SP
4

SP
4

SP
4

SP
4

SP
4

SP
5

SP
5

SP
5

SP
5

SP
5

SP
5

SP
5

SP
5

SP
5

IP IP IP

IP IP IP

IP IP IP

(12 weeks) (12 weeks) (12 weeks)

(12 weeks)(12 weeks) (12 weeks)
1

2

3

11

Feature
 

  

 

‘Continuous integration’ and ‘test-first’ are 
the two critical and proven agile software 
engineering practices that helps agile 
"define-build-test" teams assure systemic 
quality of code.

Test-first methods can be divided into test 
driven development (TDD) and acceptance 
test driven development (ATDD). Both are 
supported by test automation, which is 
required to support continuous system-
wide integration, team velocity, and 
development efficiency.

In TDD, developers write an automated 
unit test first, run the rest to observe 
failures, and then write the minimum code 
necessary to pass the test. ATDD is an 
advanced practice whereby the criteria for 
acceptable system behaviour, as approved 
by the product owner, is converted to an 
automated acceptance test that can 

be run repeatedly to assure continued 
system conformance as the system 
evolves.

The role of the feature team 
Agile "define-build-test" teams are cross-
functional teams responsible for building 
quality working software within a short 
timeframe. Agile teams follow the iteration 
cadence of two weeks. As part of the 
“done” criteria they perform the following 
basic tests on developed user stories:

 Feature-based test
 Impact-based regression test
 Light-weight performance test

They integrate their code with other teams’ 
code in the program often (at least multiple 
times per sprint and preferably daily) and 
work with the system team on automated 
system-level tests.

used to optimize the value delivered, whilst 
aligning architectural efforts. It is at this 
level where the strategies that drive 
enterprise initiatives are determined.

How to avoid crappy code 
Simply put, you can't go fast, much 
less scale, with crappy code. If you try, you 
just get bigger, far more complex, and ex-
tremely difficult to debug crappier systems 
which frustrate users and decrease trust 
and confidence in development teams and 
processes. And if that wasn't bad enough, 
the overall delivery velocity gets slower… 
and slower. That is why there must be 
focus on code quality practices. 

Code quality is one of the four values of 
SAFe. For the enterprise that depends on 
software, attention to the quality of code is 
as important as attention to any other 
engineering or business matter.

PT - October 2015 - professionaltester.com  

Program Increment (Pl) Program Increment (Pl)

System
Team

System
Team

Feature Team Feature Team

Feature Team Feature Team
Release Team Release Team

Feature Team Feature Team

Iterations / Sprints / - 2 weeks Iterations / Sprints / - 2 weeks

Figure 1: The process of building a program incrementally

Figure 2: Test automation approach for scaled agile projects
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system demo at the end of each 
program increment.

System-level solutions are largely built 
on the efforts of the feature teams. The 
system test team sits within the system 
team. They integrate the work of all feature 
teams in every sprint, testing new features 
and running regression tests on the 
entire system. 

The role of the system team
The system team is typically chartered to 
provide assistance in building and using an 
agile development infrastructure - including 
continuous integration, build environments, 
testing platforms and test automation 
frameworks. They are also tasked with 
integrating code from agile teams, 
performing end-to-end system testing, 
and demonstrating solutions in the 

Feature
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PLAN BUILD RUN

 
Provide guidance

 and framework 
centrally

 
 

Enable the team to 
expedite 
automation

 
 

Build common 
automation 
framework

 
 

Set up an test 
execution 
infrastructure 
centrally

 
 

Train all automation 
team members 

 
 

Establish 
automation 
technical forum to 
discuss, track and 
resolve technical 
challenges and 
blockers and share 
best practices

 
Own the scope 
and content for 
automation 

 
 

Decide on what 
needs to be 
automated and 
what can 
reduce or 
optimize testing 
effort and 
eliminate 
redundant 
tasks.

 
 

Create a plan 
and execute it

 
 

Design, develop 
and test 
automated 
script, 
categorize 
them and 
check-in into 
central 
repository

 
Category based centralized 
execution

 

Build/Run central common 
scripts that will pick up the 
feature team scripts and 
execute on the right 
Infrastructure 

 

Scripts can include 
Daily CI (smoke)
Sanity (weekly twice) 
&
Regression (every 
week)

Figure 3: Activities in three stage process for agile test automation

The system team perform a number of 
automated testing responsibilities:

 Participate in release planning and 
backlog refinement to define integration 
and testing stories.

 Create new automated test scenarios.

 Extend test scenarios to larger 
data sets.

 Organize test cases designed by 
individual teams into ordered suites.

 Perform manual testing and run 
automated tests for new features and 
stories.

 Prioritize time-consuming tests, refactor 
and run reduced test suites where 
applicable.

 Assist teams in creating reduced test 
suites that they themselves can run.

 Test system performance against non-
functional requirements and assist 
system architects in identifying system 
shortfalls and bottlenecks.

 Testing of cross-team features to ensure 
traceability to system requirements.

 Test on different hardware configurations 
and software versions.

 Execute other non-functional tests such 
as security, usability, reliability etc.

The role of test automation
Test automation is critical and if efforts 
start late and without the appropriate 
preparation, it will struggle to cope with 
a moving target. The moving target is the 
system under test which, in agile, is 
constantly in flux. Each sprint adds new 
features, bugs must be fixed and change 
requests can be frequent. Writing 
automated scripts against such a fluid 
environment yet which will stand the test 
of time is difficult. It is an even greater 
challenge when the base on which 
automation is done is weak.

Response Time
Memory Usage
Resource Usage

Build Installation
Sanity Test

Continuous
Integration
Automation

Application
Performance

Test
Automation

Application
Functional

Test
Automation

Regression Test

Figure 4: Candidates for test automation
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Feature
 

However, if you align an agile framework 
for test automation and run it in parallel or 
along with your product development 
process, you will be able to realize the 
ROI early in sprints or program increments, 
enabling faster development cadence 
and sprint hardening.

Here, I look at an approach that can be 
used to implement test automation so that 
it aligns with program execution. 

Figure 2: The Agile Release Train 
Using the framework of the ‘Agile Release 
Train’ shown in Figure 2, test automation 
can be organized as follows: 

1. Test automation PI: Plan for a 
dedicated PI with main objective as test 
automation using the define-build-test-
integrate story cycle.

2. Test automation sprints in PI: Plan for 
few dedicated sprints in PI (initial few for 
existing product enhancements and last 
few for new product design) with main 
objective as test automation using 
define-build-test-integrate story cycle.

3. Test automation in sprint: Plan for few 
dedicated user stories in each sprint of 
a PI with main objective as test 
automation using define-build-test-
integrate story cycle.

Once you have decided on the 
implementation approach, use the three 
stage process. 

Figure 3 breaks down activities for each 
stage. The system team enables the 
feature teams to expedite automation in 
PLAN and RUN stages and the feature 
teams own/ plan and execute the 
automation in BUILD stage. 

You may want to consider two following 
options to structure the test automation 
team: 

 Build a centralized team at program level 
as a sub-team in the system team. This 
option is recommended for approach 1 in 
Figure 2.

 Align automation engineer(s) as part of 
each feature team. This option is recom-
mended for approaches 2 and 3 
in Figure 2.

Figure 4 gives a simple list of candidates 
for test automation in scaled agile projects 
If there is a centralized team at program 
level to handle test automation, then exe-
cute automation as an agile project 
aligning automation sprints to SAFe PI. 

Alignment should happen not just because 
it is a better approach but because it also 
produces better outcomes. For example, 
Figure 5 assesses the likely impact of a 
scaled agile test automation as opposed 
to attempting waterfall test automation. 

 

Parameters  Scaled Agile Test Automation  Waterfall Test Automation

Adaption to changes

 
Easy; within 1-2 sprints

 
Difficult

Realization of failure

 

Very early; within 2-3 sprints

 

Very late in the life cycle

Script execution model

 

Centralized

 

Decentralized

Script development 
model

 

Prioritized category
-
based

 

Big bang

ROI realization
Very early; 3rd

 

or 4th

 

sprint 
onwards

Very late; after 2 nd or 3rd

release

Delivery ownership
Scrum team (cross-functional / 

feature)

Automation team 

(functional)

Figure 5: Comparison of test automation alignment approaches

Conclusion
Test automation is not like writing code, it is 
equal to writing code. Since it is the same, 
treat it the same way. Do your code 
reviews, follow a structured approach 
to help minimize risk and use a simple 
framework to make life easier when writing 
tests, creating reusable modules in your 
automation code. In other words, treat your 
functional test automation with the same 
respect as your production grade code.

So, how do you succeed in your test 
automation? How do you make it work? 
The answer seems very clear: define 
program objectives, adopt the right 
implementation approach, plan 
ahead and execute it 

Ravi Kumar BN is a product verification manager for Imaging Clinical Applications & 
Solutions, HealthCare IT at the Philips Innovation Centre, Bangalore. He is a six sigma, 
lean and agile testing expert and is actively involved in building and deploying testing 
strategies for platforms including ERP, mobility, cloud, analytics, voice responsive web 
design and wearable technology. 
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by Bogdan Bereza 

Risk-first development 
and testing 

Some history: risk-based testing 
At “EuroSTAR 1999” in Barcelona, Ståle 
Amland's presentation and paper entitled 
“Risk-Based Testing and Metrics” was 
awarded the prestigious “Best Paper 
Award”. Three years later, I had the 
pleasure to deliver the “Risk-Based Test 
Management” tutorial at EuroSTAR 2002. 
“Risk-based...” was a very popular notion 
then, and Hans Schaefer frequently left his 
windy island near Bergen in Norway and 
travelled the world with his high-quality 
presentations on this subject.

However, the roots of considerable 
confusion were already becoming evident. 
Risk-based testing is only a part of more 
general risk-based development, and of 
risk management, and cannot sensibly 
be treated as a totally separate domain.

This confusion was, and still is, strikingly 
visible in ISTQB syllabi. In chapter 5.5 of 
ISTQB Foundation Level syllabus (version 

How a risk-first approach helped us 
organize and run a better and simpler 
project.

In both agile and traditional 
projects, the notorious 
difficulties of deciding 
requirements' priorities 
are convincing symptoms 
of the lack of any thought 
given to risk beforehand.

2011), the subjects of general risk 
management and risk-based testing are 
thoroughly mixed up. Instead of entering 
into what risk-based testing (or more 
generally, risk-based development) really 
is, as we do in this article (see Figure 3), 
the syllabus concentrates on the difference 
between… product and project risk. 
I wonder what the latter has to do with 
testing, perhaps testing project members 
for the presence of flu viruses.

Sarcasm aside, in my opinion, the huge 
potential of risk-based approach had 
petered away before it became really 
widespread. No wonder: the world was 
then too preoccupied with what officially 
started on 13 February 2001: the agile 
movement.

Another history: agile-driven reversal of 
waterfall sequence
The agile-like approach is far older than 
most 25-years old enthusiasts of lean start-
up and continuous integration realize: it 
was first defined in Tom Gilb's “Evolutionary 
Project Management” (EVO) in 1970s, and 
re-appeared to some extent in every 
iterative methodology since then.

However, two factors gave XP, TDD and 
agile a real kick forward. They were the 
internet-based process re-engineering 
revolution of late 90s and early 2000s, 
and the spread of mobile technologies 
and smartphones. The need to create 
working applications very fast, without 
really knowing in advance the business 
process they were supposed to support, 
resulted in a full-blown, comprehensive 
agile revolution.

However, the essence of TDD / XP / agile 
is not “working without requirements”, 
which should be treated more like 
necessary evil rather than a goal, but the 
reversal of the traditional plan → design → 
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enough time for everything. But this may 
cure the symptoms only, not the underlying 
cause, which is the lack of risk analysis at 
the outset.

However, an interesting and ambitious 
attempt to amend this has already 
appeared: this is risk-based testing for agile 
projects, including risk poker, by Erik van 
Veenendaal. Google it!

As a freelancer, I am often expected to 
answer absurd questions, like, “how many 
testers should there be in a scrum team?” 
or “how much testing do we need?” My 
automatic answer is “twenty percent”, 
which is popular and sometimes even right. 
However, in reality it depends on the risk. 
For nuclear plant control software, or some 
other safety-critical software, testing (or, 
more exactly, quality assurance) may well 
exceed 100% of all other costs. For a 
mobile game, where users may sometimes 
even expect and enjoy finding some bugs, 
less than 5% of QA cost may be quite 
rational. 

So, risk-based testing is always there, even 
if its name is no longer popular; it is behind 
every decision concerning how thorough, 
controlled, and detailed the actual 
development process (including testing) 
must be.

Beginning with risk: the rationale 
How is risk used in real IT projects? 
Typically, after some haggling about needs 

and requirements, development – agile and 
test-driven, or traditional – starts. No one 
asks the question, what process should be 
used? The process is simply there already. 
The decision, how much testing, or how 
thorough should the requirements 
verification process be is ad hoc, and not 
based on risk analysis. I have participated 
in hundreds of agile scrum sprint planning 
meetings and - with few (too few) notable 
exceptions - the issue of risk has never 
been discussed. 'Definition of done' has 
typically been the same, regardless of 
feature criticality. During the second half of 
the planning meeting, planning test tasks 
were 100% focused on technicalities, not on 
HOW MUCH TESTING WAS NEEDED. The 
quality criteria for product backlog items 
sadly lacked “risk level”.

In sequential projects, or on the highest, 
sequential level of project management for 
agile development, the same sad picture 
appears: methods, processes, the relative 
amount of requirements analysis or model-
ling, change management process (how 
much time to spend on impact analysis?), 
how much testing, what test design 
techniques to use – all that is decided 
before any risk analysis begins. Which is 
of course totally wrong – you cannot decide 
such issues correctly, unless you take 
potential failure consequences, and mistake 
→ bug → failure probability, into account.

So how come so many projects have been 
quite successful? Well, we are smart 

code → test sequence into test-first 
approach, superior in most respects, even 
if the requirements are well-known in 
advance.

Tests, or test cases are an essential part 
of requirements – in agile terminology, they 
are called acceptance criteria, or 
acceptance scenarios, or examples, shown 
here in [1]. They come first, helping specify 
precisely imprecise user stories in the 
product backlog [2]. If TDD is used as well, 
unit level test cases are then created [3], 
before coding starts [4]. If the architecture 
is wrong, ad hoc, or non-existent, it can be 
improved using refactoring [5]. But what if 
the implemented requirements are wrong? 
Well, they can be changed and then re-
defined [6] and re-implemented in the next 
loop of the agile development process.

This picture is of course an 
oversimplification, but it shows clearly the 
benefits, and superiority, of “test-first” 
approach, compared to a traditional, 
sequential model.

Risk is essential, but neglected 
Sadly, this great leap in process quality, 
offered by test-first, agile approach, was 
followed by a relative decline in the 
realization of the real importance of risk-
based development and testing.

The most blatant example of this is the 
total lack of any reference to risk (neither 
consequence nor probability of failures) in 
agile scrum backlog items and in the 
agenda for sprint planning meetings. It 
looks like agile practitioners and scrum 
team members are expected somehow to 
absorb risk knowledge from thin air, without 
really learning it or taking it into 
consideration.

In both agile and traditional projects, 
the notorious difficulties of deciding 
requirements' priorities are convincing 
symptoms of the lack of any thought given 
to risk beforehand. Traditional methods try 
to achieve prioritization by coercion, like 
imposing MoSCoW, and an agile 
framework, by repeatedly asking what the 
product owner really wants, if there is not 
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Figure 1: The test-first approach 



total lack of knowledge of how business-
critical this application and its features 
would be for our potential customer.

Note: if we were very keen to win this order, 
we'd never dare do what we did, we'd just 
accept this inadequate request for tender, 
make an equally inadequate, fantasy-
based tender and then… well, we'd have 
to cope somehow. Make ends meet, 
financially, technically and business-wise.

Yes, I do mean that: free market 
competition is great, provided it is between 
conscious and, well… kind of consenting 
adults. So, learning and teaching good 
methods of software engineering is very 
important: helping organizations replace 
crazy hacker-culture, toxic hierarchic (or 
“clan”) culture, or fanatical “agile scrum is 
my salvation, Ken Schwaber is its prophet, 
and a product backlog appears by miracle” 
approach, with something flexible and 
adaptable, but serious.

So, we dared and tried and succeeded 
in convincing our (still only potential) 
customer to give us eight hours of his 
precious time. We went there (I can hardly 
imagine doing it through Skype or any 
other type of conference call), we spent 
eight hours with him and his staff, and we 
managed to get both a list of real business 
goals, with a preliminary list of identified 
risks plus (on a “1 – 2 – 3” scale) their 
consequences, and our contract, too. The 

the six steps (see Figure 2) preceding 
backlog building. Depending on the risk 
you can choose the time frame, from one 
day to half a year, but, by all means, do it. 
Using a pre-defined process, disregarding 
actual project needs and specific product-
related risks, is wrong. Starting a project 
without knowing your business goals, is 
the most common reason for project 
failures (according to “The Standish 
Group Chaos Report”).

Below, I present an example of a very 
lightweight, agile version of risk-based 
approach, in which I had the privilege to 
participate. Some details are changed, to 
preserve anonymity.

Example risk-driven project
An e-mail arrived from a prospective 
customer to a mobile app vendor, with a 
rough-and-ready request for tender to 
develop a bar-code mobile app, designed 
especially for the recognition of certain 
brand-related issues. And of course, it 
asked for the tender, including time and 
price, without providing sufficient details; 
actually, no details, except the list of mobile 
platforms this app was supposed to run on.

This looked like, and was, a typical example 
of common customer's attitude: “What the 
devil do you need requirements for? Just 
give me your quotation and if I accept it, 
start coding like hell!” But there was more 
than just not knowing what to do: it was our 
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intuitive creatures, and besides, poor 
quality and embarrassing failures have 
become a socially accepted norm: IT 
people feel no longer ashamed of them.

There is little room here to present a full 
(1)list of arguments and steps , so I'll 

leapfrog directly to my final vision, how 
it should be done in a far better way: 
risk-first development.

You start with risks, which are identified 
and analyzed for your business goals. Well, 
yes, that means your business goals must 
be clear – hard, isn't it?

At the beginning, you have a fair chance 
of correctly identifying risk consequences, 
but less so risk probabilities, because they 
depend to a large extent on technical 
issues, which are not yet known.

Knowing your risks only more or less, 
and your business goals, you can decide 
on the risk strategy to choose. Should it be 
aggressive, maximizing possible profit, at 
the cost of accepting higher failure proba-
bility, or should it rather be cautious, 
minimizing failure probability, but renoun-
cing impressive potential profits?

Risk strategy is the basis for deciding 
QA strategy – determining how carefully, 
how thoroughly you choose to work, how 
much to document, analyze, and check 
and double-check. Knowing this, you can 
distribute the QA effort among require-
ments engineering (“RE strategy” on 
the figure above), testing (“Test strategy”), 
configuration and change 
management, etc.

Then, and only then, does it make sense 
to start building the product backlog (or 
requirements specification, or whatever you 
call this in your process). Based on already 
defined business risks, you're better 
equipped to define risk levels for individual 
backlog items / requirements.

No, this approach does not mean you 
need to spend months before being 
allowed to start actual work. You choose 
yourself the time you spend on performing Figure 2: Risk-first development
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price and delivery time were fixed, of 
course, but the functionality and quality 
risks were to remain flexible.

Mind, you need a clever, young lawyer to 
write such a contract – old-style lawyers 
much prefer contracts where everything 
seems fully fixed, and realistic flexibility can 
later only be achieved through bilateral 
cheating and haggling, to avoid going to 
court. This is, by the way, a general 
agile/iterative problem, not related to risk-
first approach only. 

Note – we got real business goals, not just 
dreams and visions and unclear “I wanna 
get rich” fantasies.

After coming home, we spent another 16 
hours (which yielded three times as many 
man-hours) on sketching possible technical 
solutions, and roughly estimating risk 
probabilities, then we chose one - after all, 
we really were in a hurry, it was definitely 
not a luxury “take it easy, take your time, 
money is not an issue” contract.

For the chosen overall architecture solu-
tion, we started two activities in parallel:

Creating product backlog, with somewhat 
reluctant participation from our customer;

Based on our chosen (very, very 
approximate, intuitive and un-measurable, 
decided after approximately 15 minutes' 
discussion – please do not treat this as a 
recommendation!) risk strategy, we decided 
a very pragmatic and simple overall 
configuration change and configuration 
management process. We decided on 
three different ways to handle backlog 
items, what was to be imposed on product 
owner, and on four different test 
approaches, that would be imposed on 
agile teams. All four test strategies, 
however, required the application of Van 
Veenendaal's “risk-poker” during sprint 
planning meetings.

To some extent, this is the end of the story, 
because the rest of the development was 
quite an ordinary agile scrum process. But 
I'd like to disclose some more interesting, 

practical details, and discuss the benefits, 
and the difficulties, that we experienced 
during this project.

Why did we create four test strategies and 
three RE-strategies, not two, four or five? 
The main reason was the difficulty to 
estimate the risks (consequences and 
probability) accurately on more than three 
levels: “1”, “2” and “3”. Provided that 
multiplying them gives you a meaningful 
value of risk “weight”, which is doubtful, 
but very common, you achieve nine 
different risk weights, from one to nine. 
But nine different test and requirements 
strategies would be crazy, especially 
in a relatively small project.

So what we did for testing was the 
following (Figure 3):

Strategy C was applied for small fish: 
low-consequences, low-probability risks / 
requirements. Strategy B was used for 
important stuff: high-consequences, high- 
probability risks / requirements.

There is an interesting difference between 
strategies A and D. Both are of middle-
weight importance: heavier than C, lighter 
than B. However, Strategy D concentrates 
more on business testing to tackle higher 
consequences, while Strategy A – more 
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on technical risks and structural (white-box 
testing), to tackle higher error probability.

And this really let us choose the appro-
priate test intensity faster, easier and more 
accurately. An additional benefit was that 
the amount and type of testing was chosen 
based on a pre-defined strategy, instead 
of gut feeling of individuals, scrum teams 
and the product owner.

We used a similar approach to RE-
strategies, although only three of them 
were defined. The result was that high-risk 
product backlog items were analyzed more 
carefully, and described in more detail, than 
low-risk ones.

Last but not least, during the project, these 
strategies were analyzed and improved 
when needed.

Did it work? Definitely, yes, this approach 
helped us organize and run a better and 
simpler project. A final note of caution - 
the greatest risk to avoid is to keep risk-
based strategies lean and lightweight: 
otherwise, one may end building 
strategies, not working code 

(1)There is some more detailed stuff in my pre-

sentation at http://qualitology.blogspot.com/2015/ 

09/risk-driven-development_15.html

Figure 3: Four test strategies for four different risk weights

Strategy C: acceptance 
and some exploratory 
testing

Strategy A: acceptance 
and exploratory testing, 
some unit testing

Strategy D: acceptance 
testing, model-based testing 
and exploratory testing

Strategy B: acceptance testing, 
model-based testing and 
exploratory testing; unit and 
other white-box testing
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by Thomas Pryce

Reactive automation as the key 
to continuous delivery

Continuous delivery boils down to two 
elements: quality and speed. It is all about 
taking a business requirement from idea to 
deployment at pace, without compromising 
quality. However, these two are often 
viewed as opposing elements, where a 
project can have one, but not the other. 

Testing is often seen as the main culprit, 
viewed as something which is necessary 
to guarantee quality, but which slows 
projects down. Under pressure from the 
business, thorough testing is often 

(1)abandoned, leading to defects  and 
eventual poor user experience. 

To keep up with the pace of continuous 
delivery, testing needs to be made less 
manual, more systematic, and more 

Testers do not need to choose between 
delivering quality, and delivering speed.

Cause and effect modelling 
is advisable, as it breaks 
a system down into the 
logical steps which need 
to be developed.

reactive to constant change. This article 
will discuss how model-based testing can 
be used to “shift left” the effort of testing 
into the design phase, fully automating 
testing thereafter. 

In order to deliver quality at speed, the 
issue of requirements defects must be 
tackled, building quality in from the start. 
A higher degree of automation is also 
needed, while automation must extend 
beyond the test execution phase. It should 
cover tasks which frequently create testing 
bottlenecks, including test creation, data 
provisioning, and test maintenance.

Ideally, these two issues will be tackled 
together, with the improved requirements 
themselves being used to drive fully 
automated testing. By creating a close link 
between requirements, test cases, data, 
expected results and automated tests, test 
assets can be automatically derived from 
the business requirements, and maintained 
when they change.

“Shift left” and eradicate defects 
before development begins
Before any substantial development work 
begins, requirements defects must be 
eradicated, to avoid the late detection of 
defects, and the rework it creates. So how 
can this be achieved? 

Understanding the user needs
Organizations need to understand 
exactly what the user’s desired functionality 
is, and should work to iteratively improve 
the requirements before any substantial 
code has been written. The benefit of 
beginning from a clear understanding 
is obvious: fewer requirements defects 
implemented in the code drives down 
rework and costs, and one study found 
that just 40 minutes of formal negotiation 

Delivering quality at speed 
with reactive automation
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(2)with end-users offers an average return on investment of 197%.  
A study by the IT University, Denmark, at Brüel & Kjær reflected on 
the value of ‘upfront thinking’. They compared one team who studied 
user tasks directly and prototyped, to a comparable project which 
did not. They found a 70% reduction in usability errors, and a 20% 
reduction in implementation defects. It was also the first project at 
the company ever to be delivered on time. The researchers 
concluded that this was due to a lack of doubt about the desired 
user interfaces, which made detailed design and programming 

(3)tasks “straightforward”.  

Clearly communicating the user needs to testers and developers
This understanding must then be conveyed to developers and 
testers in a way which is unambiguous and complete, to avoid 
mis-interpretation of the desired user experience. 

Cause and effect modelling is advisable, as it breaks a system 
down into the logical steps which need to be developed. A flow-
chart model might be used, for example, to reduce a system into 
a series of mathematically precise “what if, then this” statements. 
In spite of its apparent simplicity, a flowchart can include 
complex logic, such as decision models and loops.

Test process improvement

PT - October 2015 - professionaltester.com 22

 

 

Start

User attempts to

stream a song

Wifi Capable?

Connected to Wifi?

True

True

True

True

True
True

True

True

False

False

False

False

False

False

Quit Streaming Mark for download later

False

FalseFalse

Connected to 4g? Connected to 3g?

3g connected fast

enough?

Wifi connection fast
enough?

Attempt to stream
song

Return to home
screen

End

Add song to
download list

Display error ’stream
interrupted’

Display error ’no
connection fast

enough available’

Stream successful

Music plays

Wait for buffer

User Action

4g connected fast
enough?

Figure 1: example from a song streaming service. 



the discussed benefits of user interaction 
and formal negotiation. See Figure 2.

Automatically derive test cases
Because a flowchart is a mathematically 
precise model, graph homotopy analysis 
can be applied, to derive every possible 
path through it, as shown in Figure 3. The 
paths are equivalent to test cases, which 
therefore eliminates the bottlenecks by 
manual test case design. As the test 
cases are derived from the requirements 
themselves, they necessarily reflect it, 
so that all possible paths provide 100% 
functional coverage. The better the model, 
the better the tests, thus the iterative 
process of improvement. 

Advanced logic
Advanced logic, like loops can be 
incorporated in the exported test cases. 
Of course, the tester has to specify the 
number of iterations for each loop, as 
otherwise the total possible paths will 
be infinite. Decision tables and advanced 
constraints might further be used, to 
incorporate more complex logical 
functions like XOR.

Optimization: test more in fewer tests
Automated optimization techniques can 
then be applied, to reduce the number of 
test cases to the smallest possible, while 
maintaining 100% functional coverage, as 
shown in Figure 4. Different combinations 
and orders of the blocks can cover every 
edge, node, pair or in/out edge, depending 
on the optimization technique used. This 

three expected results: 1) the music plays; 
2) the user returns to the home screen; 
3) the user marks the song for download.

Iteratively improve the model 
A major advantage using flowcharting over 

(4) “hardcore” cause and effect modelling is 
that it does not leave the business 

(5)“gawping”.  It can visually and iteratively 
be verified with the user, where use cases 
are simply paths through the flowchart’s 
logic, so that flowcharting encompasses 
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Figure 2: A user story for which every logical step has been verified by the user, so that the whole path has ‘passed’.

Figure 3: There are 39 total paths through the streaming service’s logic.

While eliminating ambiguity, flowchart 
modelling also works towards complete-
ness. It forces the modeller to think in 
terms of a system’s logic, decisions and 
constraints, and completeness checking 
algorithms can further be applied as the 
flowchart is mathematically precise.

Figure 1 shows an example of a mobile 
song streaming service, displaying the 
cause and effect logic from the user 
attempting to stream a song, through to 



leads to rigorous testing, and eliminates 
redundant over-testing. 

Test case creation is also itself far more 
efficient, as it is automated, and CA Test 
Case Optimizer once took just 90 minutes 
to create 108 test cases with 100% 
coverage, including the time taken 
to create the flowchart. 

“Match” the tests to the right data and 
expected results
In addition to functional logic, a flowchart 
can be overlaid with the types of data 
which a system is expected to face, where 
output names, variables and default values 
can be specified for each individual node, 
(see Figure 5). This means that data can 
be automatically found or made, and 
“matched” directly to tests as they 
are exported. 

Any real-world scenario is simply 
another data point, so that data which 
covers 100% of possible tests can be 
generated synthetically. This includes 
outliers, unexpected results and future 
scenarios, so that synthetic data 
provides the data which production 
data cannot.

If data is found among existing sources, 
this should be automated. Data should be 
stored intelligently, taking a federated, 
para-meterized view, and should be stored 
along with the queries needed to mine it. 
Multiple back-end systems can then be 
mined auto-matically, using statistical 
analysis to pull out specific data sets in 
minutes. 

Automatically execute the tests
Ideally, the test cases should also be 
equivalent to test scripts. This avoids the 
manual effort of having to convert test 

cases to test scripts, as they are already 
in a format which can be executed by 
automation engines. Each block (logical 
step) in the flowchart then becomes a 
test component, with data attached, while 
different combinations and orders of blocks 
provide maximum test coverage.

It’s worth noting that while optimized tests 
are preferable, automated execution does 
open the door up to “exhaustive testing”, 
with every possible test running overnight 
and on weekends, with minimum human 

(6) interaction.

Automatically implement change
The above strategy creates a close link 
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between automated tests, test cases, data, 
expected results and requirements. This 
offers the substantial benefit that change 
can be automated, whereby a change 
made to the requirements is automatically 
reflected in the test assets (see Figure 6).

Auto-update the test cases
When a change is made to the flowchart, 
the change request has, in practice, been 
formally captured. The same sort of graph 
homotopic analysis used to identify the test 
cases can therefore be used to identify the 
impact of a change. 

The test cases can then be automatically 
updated, eliminating the time wasted on 

Figure 4: “All edges” optimization has reduced the number of test cases from 39 to 6, while retaining 100% 
coverage. This is a relatively simple example – at one project, the path optimization reduced a set of test 
cases from 326 to 17.

Figure 5: For each row, the green cells reflect a different, distinct combination of data.
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manual test maintenance and preventing 
‘test case overload’. CA Test Case Opti-
mizer, for example, automatically removes 
or repairs any broken or redun-dant tests, 
and automatically creates any new tests 
needed for 100% coverage. Test cases, 
which are simply paths through the 
flowchart, can also be automatically up-
dated system-wide, as when a change is 
made to test cases on a lower level sub-
flow, the test cases in dependent, master 
flows can be updated with a single 
click (see Figure 7).

Auto-update the test data
By taking a requirements-driven approach 
to the data stored in the test data ware-
house, any changes made to the require-
ments can also be automatically reflected 
in the data. 

Version control of the data itself means 
that data can be provisioned to multiple 
teams in parallel, across versions and re-
leases. When a team copies data from the 
repository, they in effect ‘inherit’ it, along 
with pointers back to previous versions. 

When a change is made in one place, 
it will “ripple” up and down the relevant 
versions, while the original remains intact. 
This locks data for a particular team, 
accommodating the evolution of data 
across versions. 

If the test creation, maintenance and 

Conclusion: testing can 
keep up with user needs

execution are all automated, then testing 
becomes efficient enough to handle the 
required test cases within a given 

(7)schedule,  whether that’s a waterfall 
schedule or an agile sprint. More than 
that, with model-based testing, it is 
possible to execute tests which provide 
100% functional coverage, so that testers 
do not need to choose between delivering 
quality, and delivering speed. This is what 
it properly means to “shift left”, avoiding 
late rework and delivering fully tested 
software to market, earlier, and 
at less cost 
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Figure 6: In the system’s logic, the “wait for buffer” 
process has now been converted to a decision 
block, with the added output “buffer times out”. 
Making a change is as simple as adding a 
new block to the flow.

Figure 7: The Path Impact Analyzer has highlighted the one altered test case. Though only one optimized 
test case needs updating, no tester has had to spend their time checking the 38 unaffected paths through
the logic, and nor has a redundant test been left unchanged.

With an interest in test data management, test case design and automation, Tom Pryce 
is currently a technical and content writer at CA Technologies.
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Interview

Bringing development and testing into the
same work package encourages earlier 
critical thinking  and helps everyone to 
understand the requirements before 
committing to coding.

There is overlap. Modelling is how we 
make sense of a complicated system and 
once we understand it, we can test it. 

I use London's Tube Map as an analogy 
for this. All the irrelevant details are re-
moved simply to represent its logical 
connections and intersections. It is useless 
as a street map – it isn't even in proportion 
but it makes perfect sense to a tube 
traveller. But a code flow graph is irrelevant 
to an end user. We must use models that 
are relevant to our stakeholders. We have 
a fantastic modelling engine in the form of 
our brains but we don't use it in testing, 
anywhere near enough. 

Testers add value by simply asking: “Do we 
really understand this?” and by challenging 
people's understanding at the beginning, 
add more value than by just running tests 
at the end. 

When testers challenge requirements 
using example behaviours derived from a 
model of those requirements, they highlight 
differences in users' real needs and the 
captured requirement. Discrepancies that 
might have lain dormant, overlooked by 

 

 

So, the New Model is about tying together 
overlapping processes?

Paul Gerrard has over thirty years of experience in the IT industry as 
a developer, tester, author and is the founder and host of the UK Test 
Management Forum.  Here he talks to Anthea Whelan about why he 
has formulated the 'New Model' of testing. 

Modelling is how we make sense 
of a complicated system and once 
we understand it, we can test it. 

developers and exposed only when the 
product is tested are found much earlier, 
and fixed before they become a disaster.

All testing is requirements-based testing 
to some degree. 

The model states, "We explore sources 
of knowledge to build test models that 
inform our testing." Our sources of 
knowledge include people – our 
stakeholders – requirements, designs, 
standards and the system under test. 
These sources are usually incomplete 
and sometimes conflict. We model to 
make sense of it all.

Once the model is clear, we can then 
predict scenarios about that software's 
behaviour. We can then challenge the 
developers or the users with example 
outcomes that can highlight the conse-
quences of unclear thinking.  

It's simple. Acquire information. Model and 
understand it. Predict scenarios to identify 
sources of conflict. Challenge the require-
ments in a feedback loop of enquiry 
and modelling.

This will test and improve the requirement 
before any code is written. This is really just 
critical thinking in action. In waterfall envi-
ronments, there are more stages for errors 
to creep in because people proceed with-
out formal reviews. In agile teams, rapid 
feedback is encouraged, but teams don't 
necessarily have the thinking tools to do 
the job. The New Model helps here

How does the New Model of testing tackle 
the problem of requirements-based 
testing?

 

Are you arguing that the role of the tester is 
dead?

How do you answer the argument that 
encouraging developers to perform testing 
extends the software lifecycle and slows 
down development? 

No, I would argue that testing isn't dead, 
but some of the thinking associated with 
it is dying. 

We need to bring testing closer to develop-
ment – this is the essence of shifting left. If 
we embed testers into development we get 
better control of the outcome. 

Developers don't always see the bugs that 
testers do – they find it harder to take an 
independent perspective, like testers. 

From the developer's point of view, I can 
understand that they will argue it takes 
longer to do more work.

But the other side of the argument is, if 
you adopt test-first, automate your tests 
and then run them - and then write your 
code – many of the bugs and the changes 
that are detected later, can be 
addressed earlier. 

Catch Paul in Maastricht at the EuroSTAR conference where he will be running a half-
day tutorial that explains more about putting modelling back into the heart of testing. 
For more information, visit his site at: http://gerrardconsulting.com/ .








