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Loath as I am to repeat any quote that could feature on a mug or a mouse mat, I did find
myself nodding along when I read: “There is no elevator to success; you have to take the
stairs.”

Editorial board

Don't worry, I'm not about to set up a series of motivational talks for sales teams, the
nodding was prompted by a simple acknowledgement - that what matters, is what works.
The tried and tested. The all-important project building blocks that mean it is possible to
take an initiative from idea to working solution.

Professional Tester would like to extend its thanks to Lars
Hoffmann, Gregory Solovey and Dorothy Graham. They have
provided invaluable feedback reviewing contributions. The views
expressed in Professional Tester are not those of the editorial
team.

With that in mind, we asked our contributors to focus on tools and techniques that
consistently deliver for them. We have a guide on how to spring clean testing as well as
an account of what it took to build a test captive for a client.

Professional Tester is published
by Professional Tester Inc
We aim to promote editorial independenceand free debate: views
expressed by contributors are not necessarily those of the editor
nor of the proprietors.

There's also a breakdown of a survey into how DevSecOps is becoming a working reality,
lessons learnt over the last 20 years of automation and insight into why one company
took the decision to offer a free, no-coding test acceleration platform for new and small
start-ups.
As always, we hope you enjoy the magazine and do let us know your views.

© Professional Tester Inc 2017
All rights reserved. No part of this publication may be reproduced
in any form without prior written permission. ‘Professional Tester’
is a trademark of Professional Tester Inc.

Vanessa Howard
Editor

4 The rise of DevSecOps: better software, safer, faster
Derek Weeks sets out findings from a new survey, revealing how teams are shifting
testing, governance and security into the SDLC, early and everywhere.

9 Building a test captive
Paul Mowat shares what it took to deliver and transition a standardized capability to
a client and its test teams.

13 The free, low coding test acceleration future
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Test security

The rise of DevSecOps:
better software, safer, faster
by Derek Weeks

A new survey reveals how
DevSecOps is becoming a working
reality

Fortunately, there is now empirical evidence that traditional
waterfall development methods are being supplanted by
DevOps practices and automation. According to Tyler
Shields, vice president, Signal Sciences: “In DevOps-native
worlds where SDLC states shrink to absurdly short windows,
old world technologies will not be able to cross the chasm
into this high-velocity realm.”
Automated processes have allowed organizations to
incorporate security practices into the entire SDLC, starting
from the very beginning. Teams are shifting everything testing, governance and security - far to the left and building
those practices into the SDLC early and everywhere.
This topic was addressed head-on in the recently released
2017 DevSecOps community survey. The survey took the
pulse of more than 2,200 IT professionals to gauge their
perspectives on development and security processes within
their organizations. Some of their responses were surprising,
but all pointed to one common refrain: the need to integrate
security and development early and everywhere, so that
development speed and software quality are no longer
mutually exclusive concepts.

DevSecOps empowers developers to
make their applications more secure as
part of their daily coding activities
The growing adoption of DevSecOps practices
“Software security” often evokes negative feelings
among developers because it gets associated with rework
imposed by security teams late in the development lifecycle,
or operations teams coming back to developers with urgent
remediation requirements. For this reason, developers have
often looked askance upon security protocols and checkpoints they felt could inhibit their ability to innovate and
deliver applications more quickly. Don’t get me wrong, I
believe every developer wants to build a secure application,
but yesterday’s waterfall-native processes designed to
support such efforts are so inefficient that workarounds
are commonplace.
In a waterfall-native world, traditional application security
approaches are bolted on late in the lifecycle, performed
manually, and can take hours to days to receive feedback.

4
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Let’s take a close look at some of the findings and what they
mean for developers and security and test professionals.
Greater agility need not come at the expense of security
One of the foundational principles behind DevOps is better
and faster development through collaboration. The idea has
always been that if an organization can bring disparate,
cross-functional teams together, it will result in greater agility
through continuous software development and faster
resolution of problems.
Business needs require software to be developed and
shipped in a timely fashion. Developers want to build
applications in the most optimal way possible. Operations
teams want the application to be highly available and stable,
while security teams want it to have no vulnerabilities and
pose no risk to the organization.
Unfortunately, many IT teams still feel their security
counterparts are slowing them down but as Figure 1 shows,
that perspective changes depending on the maturity of the
DevOps practice. Our survey found that 47% of respondents
working in environments with not very mature or no DevOps

Test security

Do you believe your information security policies/teams are slowing IT down?
Mature DevOps practices have identified ways to integrate security at the speed of development

47% YES

28% YES

of Responses for Not Very Mature or No DevOps Practices

of Highly Mature DevOps Practices

Figure 1: Mature DevOps environments are integrating security 'early and everywhere'

At what point in the development process does your organization
perform application security analysis?
2014 All responses
2017 All responses
2017 Mature DevOps Practices
60

60%

57
51

49

50%

45

43

40%

34
29

30%
19

20%

20

21

27

24
15

13

10%

42

42

5

0%

Design/Architecture

Development

During QA/Test

Prior to release
into production

Production

Throughout
the process

Figure 2: As DevOps maturates, waterfall development security practices are being phased out

processes believed security slows IT down. However, that
number shrunk to 28% of respondents in organizations with
mature DevOps processes.
D.J. Schleen, a DevSecOps analyst in the healthcare industry,
asserts that: “This is not a situation where having one team
succeed means another has to falter - rather, it’s a perfect
ecosystem for collaboration. Security is the responsibility
of every individual in an organization and should never
supersede the object being delivered. It should be
an attitude.”
Mature DevOps organizations have discovered ways to
successfully integrate security at the speed of development.
They have found a happy medium between development
demands (e.g., looming deadlines, the need to accelerate the
pace of development, constant innovation) and the need for

security (e.g. using reliable components, keeping known
vulnerabilities out of the software supply chain).
Automated security is becoming commonplace
within all organizations
Across the board, our survey showed automated security
gaining traction throughout the SDLC. This is true for both
mature and not very mature DevOps operations, though the
former certainly has an advantage over the latter.
When asked, “at what point in the security development
process does your organization perform application security
analysis?” the majority of all respondents - 49% - stated:
“during QA and testing”, which is to be expected. However,
45% noted they performed their analysis “in production”,
while a still-healthy 35% answered security analysis took
place during “development”.
2017 - professionaltester
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Does your organization have an open source
governance policy? (i.e., rules about using good,
not bad, components)

57%

57%

2014

2017

Yes

Yes

Figure 3: Open source software use has climbed but not the rate of policies
put in place

Those numbers were higher in mature DevOps organizations.
While 60% listed “during QA and testing”, 51% stated “in
production” and 43% were in the “development” category.
As Figure 2 shows, these results indicate that the days
of waterfall-native development and the security practices
that go along with them are being phased out as DevOps
maturates. DevOps-native development processes are
shrinking SDLC stages to, in the words of Signal Sciences’
Tyler Shields, “absurdly short windows”. Traditional
development, testing, and security practices that sometimes
require hours to days to deliver feedback will not be able
to keep up with this type of velocity.
This will help spur increased adoption of security automation
at the speed of DevOps. In fact, 58% of survey respondents
working in highly mature DevOps practices indicated that
they have implemented automated security testing. They are
experiencing application security that does not slow down
the development and operations processes, but which
supports and augments it by ensuring that development
remains safe, secure and reliable. As DevOps becomes
more mature, the number of organizations sharing in this
important benefit will undoubtedly continue to grow.
As use of open source components rises, so does risk
One of the main goals behind our survey was to get a
good sense of how informed IT professionals are regarding
the security and reliability of the components they are using.
This question is especially pertinent today, since 80% of a
typical application is comprised of open source components.
Our state of the software supply chain report indicates that
one in 15 of the open source software components used to
assemble modern applications contain at least one known
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security vulnerability. This means that not all components are
created equal. It also means that blind consumption practices
can have both immediate and long-term consequences for
the organization using open source components or
containerized applications.
Interestingly, when asked: “Does your organization have
an open source governance policy?” You can see in Figure 3
that 57% of respondents said “yes” - the same percentage
as those asked the very same question back in 2014. It may
have been expected that the number would be higher, due
to the growth in open source software component use
over the past few years.
Fortunately, 35% of respondents feel confident that
their organization has a complete software bill of materials
(BOM) for each application. A software BOM is an inventory
of the open source software components being used in the
development of an application, and can be useful in identifying known vulnerabilities and licensing risks. While it would
be preferable to have that number comprise the majority of
respondents, it’s encouraging to note that a substantial
amount of organizations have implemented controls over
which open source and third-party tools are being used.
Regardless, security around open source components
appears to still be a work in progress for many organizations.
These components can be a significant boon to productivity
but it’s important for developers to gain proper insight into
their quality or else risk introducing unwanted vulnerabilities
into their software supply chains.
Container security is a major concern
The same guidance holds true for Linux containers.
Use of freely available container images in development
is skyrocketing, and there are more than 100,000 free
applications available on Docker Hub. Unfortunately, many
organizations fail to appropriately check these applications
before allowing them into their DevOps toolchains and
infrastructures, potentially introducing vulnerabilities
into their software supply chains.
Indeed, containers are causing some sleepless nights
among DevSecOps teams. As Figure 4 shows, we found
that a vast majority of respondents - more than 88% - either
“strongly agreed” or “somewhat agreed” that container
security is a top concern. Some of these teams have taken
steps to mitigate those concerns, as 53% of respondents
stated that they “leverage security products to identify
vulnerable applications/OS/configurations in containers”.
According to Benjamin Wooten, co-founder and CTO of
Contino, organizations that have yet to implement appropriate
container security practices can take several approaches to
maximize the security of their containerized environments.

Test security

Security is a top concern for us when deploying containers.

8.7%

50.2%
38.3%

Somewhat disagree

2.8%
Strongly disagree

Strongly agree
Somewhat agree

88%
agree security is a concern when
deploying containers
Figure 4: Free applications are identified as a risk when introduced into DevOps toolchains and infrastructures

They could develop a container registry that serves as a
central store of containers that can be validated, scanned,
and configured with the proper access controls. They may
also practice “least privilege” and implement restrictions
around which processes are allowed to interact with other
processes or the underlying host operating system. Finally,
they could opt to reduce the attack surface by configuring
their containers for the minimal possible scope for attack.
Automating security can help prevent breaches
Finally, our survey confirmed something that every software
developer, security manager, and test professional knows to
be true: breaches are on the rise.
Many of these attacks are the result of software
vulnerabilities. When asked: “Has your organization had a
breach that can be attributed to a vulnerability in an open
source component or dependency in the last 12 months?”
Figure 5 reveals that some 20% of respondents to the 2017
report said “yes”. That’s up from 14% in 2014. Also, one out
of five survey respondents had or suspected a web
application vulnerability over the past year.
While these findings are commensurate with a rise in
use of open source components, they are also indicative
of increased attacks. Bad actors have become extremely
savvy about using known vulnerabilities in open source
components (e.g. OpenSSL, Struts2, Commons Collection)
to carry out these attacks.

The solution to combatting these threats is to implement
an open source governance practice within the DevOps
development cycle. Institute a process that allows
developers, test professionals and security managers to
automatically manage the flow of open source components
across every phase of the software supply chain. This
process can be used to separate good components from
bad, keeping the latter out of the software supply chain
altogether. It can help to improve the quality of applications
produced, reduce vulnerabilities to attack and eliminate
use of components with risky license types.
Hasan Yasar, technical manager and adjunct faculty manager
at Carnegie Mellon University, has written: “Changes to how
software is being built can also help development and
security teams evolve from reactive to proactive stances.
In the past, software security focused on anticipating where
and how the attacks would come and putting up barriers to
prevent those attacks - a time consuming process. It is also
important to note that most attacks - especially sophisticated
attacks - can’t be anticipated, which means that fixes are
often applied as new attacks are discovered. The inability
to anticipate attacks is why we often see patches coming
out in response to new zero-day vulnerabilities.”
Yasar continues: “With DevSecOps approaches, the effort of
securing software can be proactively focused on surviving an
attack. For example, some organizations are building software
with a reduced attack surface that is both quick to deploy and
restore. In other words, developers worry less about being
2017 - professionaltester
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Has your organization had a breach that can be attributed to a vulnerablity
in an open source component or dependency in the last 12 months?

2017

2014
14%
suspect or have verified
a breach related to open
source components in
the 2014 survey

20%
suspect or have verified
a breach related to open
source components in
the last 12 months

Figure 5: Known vulnerabilities in open source components can be used for attacks

hacked, and more about preventing predictable attacks
and then quickly recovering from a cyber incident.”
From inhibitor to enabler
DevSecOps practices are now empowering developers
with information from automated testing and security tools.
Security and test professionals have evolved from running
tests themselves to automating those tests early and often
in the SDLC - delivering information to developers instantly
to improve code quality and reduce dreaded rework.
Helen Beal of Ranger4 states that: “DevOps is all about
making software faster, yet it also requires making it more
safely while compressing the time between ideation to
realisation.” Rather than being subject to bolt-on security
practices and controls late in the SDLC, DevSecOps
empowers developers to make their applications more
secure as part of their daily coding activities. Automated
analysis of code is encouraged to regularly check open
source components and custom code being used. This
analysis is applied early in design and everywhere across
the SDLC in order to expedite feedback loops and reduce
rework. As a result, security becomes an inherent part of
the development process, rather than an impediment
to that process.
Beal also believes that: “DevOps breaks the “iron triangle”
of cost, speed, and agility. Traditionally there has always been
a trade-off, where organizations could only be great at two,
but never all three. For example, they could have speed
and quality, but only at a very high cost.”
That’s no longer the case. As our survey has shown,
organizations with mature DevOps practices are reaping all
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three benefits, and those that are on their way toward
growing their DevOps operations will soon join them. This is
the result of seamlessly integrating application security tools
into DevOps processes from the very beginning, ensuring
that security begins early and commences everywhere - from
the selection and vetting of open source components, to
the maintenance and management of containers and at
each step until an application is fully deployed.
For these organizations, security is no longer an inhibitor
to DevOps. Instead, it is an enabler of higher quality - yet
no less accelerated - software development. As DevSecOps
continues to take hold, the concept of security as an inhibitor
to DevOps agility will become a moot point, as DevOps and
security now have the ability to sprint in tandem and at
the same pace

Derek Weeks is vice president at Sonatype, the leading provider of
DevOps-native tools to automate modern software supply chains.

Test assessment

Building a test captive
by Paul Mowat

What does it take to standardize
and transition capability gained on
a strategic global roll-out program
back to the client?

to assist a client reduce IT costs and standardize capability,
while at the same time implement a delivery mechanism for
a global roll-out of a strategic workforce identify access
program (WIA) and transition the capability gained on
the program back to the client.
Begin at the beginning
Prior to starting, I conducted an informal test assessment to
understand the level of maturity in place which had delivered
the existing WIA platform. I needed to appreciate what I was
getting myself involved in. There was a significant number of
defects, with many identified either very late in the test cycle,
during implementation or post go-live. This was causing
issues, with the live service impacting both on end users as
well as the teams supporting this service. In addition, this
was restricting the program team’s ability to progress
additional delivery and rollout activities and, if not rectified,
could harm the credibility of the team as it sought to
deliver the next release successfully.
The challenge snowballs
I had committed to the client’s milestones and in parallel to
developing the framework and deliverables, ensuring they
were fit for purpose. In addition, I had to deliver testing
across a multitude of parallel releases.

Life would have been so much
easier if one could simply lift and shift
the processes without the need to
tailor them.
Modern multinationals may occupy buildings but as
we all appreciate, it is no longer bricks and mortar which
dominates the brand experience. There is a great deal of
focus on ‘creating a seamless customer journey’ so that it
boosts consumer spend and cements loyalty. Yet that journey
increasingly relies on the competence of a complex network
of contractors and vendors.
To be effective, there is a need to build a test captive – by
which we mean capturing and transferring a capability – for
the client and their test teams. In this feature, I will share the
experience I gained when working on a project which set out

The first strategic challenge was to take a test delivery
framework and a set of test deliverables from an already
proven and successful managed test service - in this
instance, one where I had acted as the test architect lead and seek to implement them on this program. In that role, I
was responsible for completing an informal test assessment
resulting in the identification of 172 gaps across 300 process
areas for an IT, quality and release management and an
acceptance test service within a large telco company, in
preparation for a formal Level 4 TMMi assessment.
Life would have been so much easier if one could simply
lift and shift the processes without the need to tailor them.
But the reality was that if we were going to meet key
stakeholder expectations, I needed to continually remind
myself of the results of the assessment and to focus
on pressing areas that demanded resolution.
One step forward, one back
I saw the need to quickly create a service improvement
program with two key purposes. First, to capture the key
2017 - professionaltester
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challenges during delivery and agree the course of action to
take to drive quality and efficiency as well as respond to the
issues identified in the test assessment. Second, to capture
and document the deliverables and processes to be used
in the captive.
There was no time or team available to support such
a comprehensive assessment and comparison of either
the framework or deliverables. Delivery of the program
was in-flight and required the ramping up of resources.
The challenge with the rapid ramp-up of test resources came
when I found that half my team were new, as they had been
recruited into the organization for this program. In reality, the
other half were somewhat too junior for the roles they found
themselves in because of the nature of the delivery and
the expectations from the client.
It was at this point that it became necessary to be
transparent and honest about performance with senior
management. Junior personnel and those new to teams
will make mistakes and there is an obligation to share any
failings with the client as that allows them to review their
expectations regarding output.
It was recognized that the team needed to upskill quickly
and retain that knowledge so that:
(a) formal testing could be conducted by test
professionals to improve on the current ways of
working,
(b) improvements from the test assessment could
start to be implemented,
(c) the WIA program - through the development of the
test capability - would support the wider objectives
of reducing IT costs and forming a new test
captive, and;
(d) overcoming the recruitment issues being faced
in India.

10
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After completing the recruitment process, we found
individuals either failing to turn up for their first day of work
or departing within a few weeks. To help offset this, I was
asked to get involved in the captive recruitment process and
assist in identifying quality candidates. Then, looking beyond
delivery, we sought ways to further enhance the training and
knowledge of the team leads, plus management team, so at
the very least this group of individuals understood not just
the basics but best practices. We were able to do this
through a series of lunch and learn sessions.
The WIA program was in-flight and the pressure was on
to meet the client’s milestones. I found that human contact
became invaluable. Speaking to the managers to understand
the issues in hand and exploring how we could resolve and
prevent further occurrences. There was a recognition that
we were all dealing with many spinning plates, and would
need to continue to do so if building of the captive was to
succeed. As well as getting the team ready to work on the
delivery, I needed to build a knowledge transition plan and
upskill the client’s team as ultimately the responsibility of

Test assessment

the capability would be the client’s once complete. This is
standard practice but what I found to be more effective
than weekly checkpoints with senior stakeholders was full
collaboration. Holding walkthrough sessions and getting the
client team to feel comfortable with raising their hands to
confirm they did not have the knowledge, that they needed
a re-run of a specific area, or, as they got up to speed,
a review of team performance against the framework
and deliverables.
This approach allowed me to identify and share where the
problems were and to put an action plan in place to prevent
them from happening again. Taking the time to bring your
sponsor and key stakeholders on the journey is vital. I made
sure through weekly connects that what I was delivering was
both needed and expected. I was also honest in sharing the
challenges being faced and collectively we worked to get
back on track with test execution and improve current
practices.
As we made headway, it enabled further openness about
problem areas. I obviously could not run all the sessions
myself so I required help from my team. However, this
created a new issue. My team were flat out getting the
releases tested and delivered, and now they were tasked
with additional activity - training the captive team.

I also set up Q&A type sessions where I talked about the
background to the framework, processes and deliverables
and highlighting the most common failures from previous
learnings. These were also shared with the management team
along with regular status meetings. In fact, there were several
management teams, and each had a different
reason to be kept abreast with progress. Effectively, there was
the program within the program - I had the solution
and service owner teams, the project teams applied to
the program to get their system live, the captive team
in India as well as the UK team.
Building the capability of testing personnel who,
incidentally, were based in India, caused another issue,
since I was the only onshore test resource. I needed to
be clear with the program when support was and was not
available, we did after all have “core working hours” just like
any other project. That said due to the aggressive timescales
needed to get the many systems and countries live there was
no time to take a breath and the team ended up stretching
and working overtime and weekends for over a year.
This was far from ideal and there was a pressing need to
support the team. We developed a shift pattern so individuals
did not work on consecutive weekends. Communication was
essential if teams were to stay motivated, nevertheless, I will
never forget getting into the office and being told by my PMO
lead some team members were at risk of burn out. I did not
quite understand why until it was revealed that that week,
some of them had raked up 80 hours and a couple of them
had taken it upon themselves to pull an all-nighter. They
were still in the office when I got into work.

Avoiding being pushed to fail
Over the years the teams I have managed have struggled
to meet delivery requirements e.g. their day job if they are
also tasked with side of the desk activity. The need for
training client teams remained constant throughout the
18 months of the program. If I was not training newly onboarded members or service owner’s teams then I was
training the client’s newly on-boarded team who would
eventually become responsible for this service. At the start,
this was very challenging as I could feel the tension between
the teams and it felt as if we were being pushed to fail until
I took measures to make sure success would not be
measured on handing over a service and walking
away. I need it to be successful and to continue
to be successful.
I diligently documented the knowledge transition plan
and developed a series of best practice snippets so any
newly on-boarded team member could review them and
get up to speed.
2017 - professionaltester

11

Test assessment

automated reporting mechanism as well as 28 of the
regression scripts saving a further 40 hours of manual test
execution effort. This meant the test team was no longer
the bottleneck.

It is important not only to take the time to recognize and
reward the team but to be strict with them. If individuals do
not need to stay late or be in the office make sure they go
home. You can achieve this through the team leads and
managers in your team. If you are the manager know each
team member, their skills and what activities they are
allocated to, try to spread the knowledge throughout the
team to prevent single points of failure because the reality
is that you always need to manage unexpected events.
Managing multiple workstreams
Managing demand across the multiple workstreams
was a challenge in itself, e.g. CRM integrations, major
Oracle platform releases (and managing these testing
phases, environment verification test, system integration
test, performance application test, user acceptance test,
security, operational acceptance test and production
testing), Level 3 emergency support fixes, data integration
releases and integration factory releases, e.g. two factor
authentication or OneSalesForce as well as implementing
a cross browser test strategy. We also had to factor in
supporting a newly on-boarded client release manager,
introduce Plutora, a release management tool, and tackle
how to map the test phase activities to the releases
so that the project managers could track release progress.
Due to the constant demand requests, a much lower
level of estimation was needed. Using historical actuals
from previous releases I calculated the expected test phase
duration. It was based on several factors - the potential
number of defects to be found along with the expected time
for the development team to fix them, high environment
availability, all code deployments and any infrastructure
upgrades to take place outside of the core testing plan and,
finally, the time taken by the test team to retest the fix and
add in a level of contingency. This provided a true and
accurate estimate which identified the need for automation.
We could not complete all the testing in parallel without it. An
accelerated delivery taskforce was set up to move from the
current state of largely manual and code progression, repeat
deployment issues, effort and time lost in issue resolution, as
well as time consuming regression testing and the impact on
quality.
A Selenium grid framework was built and linked to both
the Dev UI and SOA databases, environment heath checks
with notifications were developed saving 14.5 hours and an

12
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The ability to re-use a previous framework was not as
effective as expected, in the end probably 10% was reused.
The deliverables could not simply be reused, they needed to
be reviewed, sections removed or added, it was very easy
to over-engineer the deliverables and the processes.
Having a detailed fully thought through plan focusing on the
critical releases and deliverables with my best team members
resulted in early success and identification of improvements
and issues.
Developing a service improvement programme to enhance
the framework, the deliverables and feed in lessons learnt
along the way fostered open discussion and the ability
to just get on with the job in hand without suffering
from escalations.
At all times, my advice is to be flexible enough in your
approach to adapt to changes in the program or challenges
which are thrown up and be transparent with your
stakeholder.
To sum up
Practically, the program benefitted from automation and a
reduction manual test execution effort. This meant the test
team was no longer the bottleneck. But it was soft skills that
made this project a success.
What mattered was communicating. Being candid with
the client and when issues were encountered, making sure
that people could be honest about the root cause so that it
was possible to create a practical way to take preventative
action. In this way, you can overcome impediments and
continually make improvements to the delivery, and only
then is it possible to increase knowledge and embed
efficiency

Paul Mowat is a technology delivery lead senior manager at
Accenture specializing in test consultancy/advisory as well as
complex delivery.

Feature

The free, low coding
test acceleration future
by Paul Mowatt

Anthea Whelan discusses
test automation and why LogiGear
Corporation has introduced a new
Freemium version of its flagship
software with the CEO
Hung Nguyen.

Where personnel are concerned, another impact I’ve
observed is the huge demand on testers to have full-stack
engineering capabilities – they have to be able to write
scripts, analyze system-level issues, as well as overcome
technical depth in terms of tool deployment, and so on. And,
of course, deployment now has to talk about automation not
only in terms of testing, but in terms of release management
automation and deployment, amongst other things. While
that’s a huge shift in a very positive direction, it’s also
demanding a huge technical skillset.
Nowadays, there also seems to be a lot more innovation,
especially with mobile products – the kinds of product that
still require a mixture of exploratory testing but which should
be made automation-ready, in preparation for a future where
it is proven to be successful and receives more funding.
As we move forward into the future, we have to prepare
ourselves for both testing and taking advantage of new
technologies, while adhering to the principles that first
drove me to do this, all those years ago: how do we
deliver the best quality product to the end user at
the lowest possible cost?
So, of course, this is where TestArchitect Team comes in?
Of course! There’s a free culture out there, and we
understand that. It also means people do have options for
using alternatives – for example, Selenium is a huge de facto
solution, but it does require quite a bit of coding knowledge.

Those more experienced realize that
the maintenance of test automation is
the most difficult part.

You founded LogiGear in 1994, what have the major
changes you’ve seen during this period taught you?
The biggest change is that testing has now become the
foremost thought of all production releases of software –
the awareness of the demand that it be done right. Now
more people understand initiatives like “shift-left”, everybody’s doing testing, and with the Agile movement gaining
pace, quality and testing is now perceived as everybody’s
responsibility.

We look at things with an eye towards how quickly can
scripts be ramped up, and then how quickly can they
be maintained?
That’s really the battle that we’re facing in modern software
development. By embracing the free culture and delivering a
low-coding alternative to the community, we are opening up
TestArchitect Freemium to new teams, small businesses and
start-ups. They are working with products at the start of the
development phase, they don’t have too much to invest in
tools or the technical resources to write or manage all the
scripts, but they still need a scalable automation solution.
We’ve also simplified the way we deliver our product to
market – we used to have four versions, but now we have
two: Freemium and Enterprise. You can either get the free
version, which has the exact same set of features as the
2017 - professionaltester
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Enterprise version, except limited to two node-locked users,
or you simply buy more licences. It’s perfect for small teams.
Other than this, there are no differences between products.
Test cases can be any size you like.
What are some common pain points that you encounter
when helping companies to automate?
I’ve found people usually fall into two camps – those who
have done automation for years, with all sorts of tools, and
those who are completely new to it.

Figure 1: ABT concepts:
Recursively combine user-defined and pre-coded actions (keywords) to form
new actions in TestArchitect

Those more experienced realize that the maintenance of
test automation is the most difficult part. Once you have
thousands upon thousands of test cases, not only your
software changes, but the environments into which you
deploy your software also change – and they change
at a very rapid pace.
On top of that, companies have also changed their approach
to continuous integration, testing and delivery. There are so
many technologies that interact with these practices that
maintenance becomes an even bigger problem. The best way
of solving this is by ensuring the product is well-architected
from the very beginning – and we have the structure for that.
Your automation toolset is an important asset, but it becomes
worthless if it is not kept updated. But updating this asset
costs time and money and a lot of people don’t realize this,
so you need a good strategy from the get-go, that covers
technology, methodology and staffing.
We are trying to solve this problem by attempting to cover
a wide variety of platforms; Windows, Windows Mobile,
iOS, Linux – but we are also attempting to help from the
standpoint of methodology. Ours is the only tool on the
market – so far as I know – that has an automated workflow
for developers, managers, testers, automation engineers –
everyone who may ever need to interact with the tool.

Figure 2: Viewer:
Identifying web elements by XPath using TestArchitect
Interface Viewer

It has clear, internal rules and modular templates so that all
tests written will be in a common form to aid traceability,
manageability and readability, solving a lot of issues by
maintaining consistency. We aren’t saying this is the best
methodology – just that this is the best one that we know of,
from our own experiences and vision of what we are seeing
out there.
So you are essentially attempting to deliver a single solution
that can be utilized at every stage of development and
testing?
Test architects design within a team – developers develop
within a team – we think of automation as a team effort which
requires many people doing it at many stages throughout the
SDLC, so we want to treat people like a team.

14
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Figure 3: Codeless API testing:
Codeless API testing with TestArchitect’s pre-coded HTTP actions

More importantly, we want to reduce the technical
requirement – the coding and scripting requirements – while
using the tool, which TestArchitect allows. On the other hand,
we don’t want people to think we are designing it to be a
magic bullet – you have to have the right mixture of
business analysts, programmers, testers and
so on, all working together.
But we do hope it can act as a turnkey solution to jumpstart
even the most ambitious test automation implementation.
So your solution can be used even by people with
absolutely zero coding ability?
You go through different stages in most SDLCs, from
specification, to sprints, then release and so on, so when
you first start out, you begin by writing these stories in
TestArchitect. Based on these stories, a business analyst
or a tester can look at them and start writing a number
of things.
Firstly, they can write the objectives of the test module –
what do we want to test, based on this story? What are the
business objectives? What are the definitions of the different
test objectives? Then you can start writing the test.

easy that you can actually execute them as a manual test, but
what happens is, they are then connected to automation
by the developers who write the code during the sprint.
In this way, while the developer is coding the application,
we – as the tester – can connect the automation testing
layer into the test case, and when it’s ready to be realized
through prioritization, we can actually execute those tests
automatically; this is how we separate out the different
production activities throughout the SDLC. We view coding
and test automation as similar activities, all part of the
engineering production process, so we designed the
production process and methodology that way.
We connect the actions in the test to the underlying
actions – the system-level actions – in the products, to
the user. From there, you can aggregate any kind of action
together and create bigger actions – and these are the userdefined actions within our user action keyword language.
Then you wait for the interface to be released – API, UI,
whatever – and you can connect all of them together
and voilà! You can run it.
So you have the entire production line, all connected up?

In the past, when you wrote a test, you had to write in a
very verbose way – and everyone writes in their own distinct
style – but with our solution, there is a spreadsheet-like
format where you start with an action, then you have the
parameters you will pass to that action and so on.

Yes. It’s a different way of thinking and it seems to be
working very well for a number of our large customers like
Haliburton and ASCOM. ASCOM is a company that builds
mobile automated test equipment, so we’re automating the
testing of their automated testing equipment.
Pretty cool.

All of these paths, test lines, test cases, can all be written
to test this story and validate the outcome of the test, but
at this point, there is still no automation yet. We do make it

Are you not putting a lot more work on testers by doing this?
It sounds like more responsibility is going to devolve onto
testers again.
2017 - professionaltester
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Figure 4: Codeless DB testing:
Codeless database testing with TestArchitect’s pre-coded RDB actions

I look at testing as part of the entire team involved with the
SDLC – it’s not just the testers that have more responsibility;
it’s the entire team.
I think there are limitations to different folk, throughout
the entire process – a limit to how much developer testing
can or should be done, unit testing, etc. This is part of how
testing is being done and, of course, there are different
demands, based on whether you are dealing with a mobile
application, with or without a cloud element, or a collection
of data, or the whole infrastructure behind that – but in
general, the demand for testing is getting larger and it has
to be faster and automated. That’s a demand on
the entire team.
The biggest challenge I’m seeing clients go through is
managing the startling changes in their own environment,
post-automation. When you automate, you make changes to
your environment, but now the environment has changed so
you have to understand that when you write your automated
task, it isn’t going to be run only by you – it’s going to be run
by someone else, while you aren’t there to do triage on the
false negatives.
Now, it becomes important how the tests are written and
deployed, because they must be smoothly operated or
debugged or corrected by someone else. This is a demand
placed on the entire team, shifting how we do testing and
automation.
So, I suppose – yes! The short answer is, that it does place
a demand on the test team – but the real question is, what
are the possible technology applications and methodologies
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to enable people to overcome these challenges that are
not going to go away?
If testing is increasing anyway, why not make sure you start
things right?
Right - and more challenges will come, because we
want everything fast and cheap, or free. That’s how
the world is

Hung Nguyen is co-founder and CEO of LogiGear.
http://www.logigear.com/
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Spring clean your testing
by Evgeny Tkachenko

A practical and proven guide on
how to handle and eliminate a
project's legacy defects.

First, some general pointers
Tip No 1:
Introduce a requirements' analysis stage before the
coding of functionality starts. This should be far more than
a “nice to have”. If this stage is bypassed, bear in mind that
defects that begin life in requirements are the most expensive
to fix (requirements errors - 82%, design errors - 13%,
coding errors - 1% of the total cost to fix defects) and their
cost grows exponentially over time. In my opinion, no one
knows a product as well as a tester who works with it every
day (no offense to product owners and business analysts).
The QA department has to check all specs (requirements
specification, wireframes and mock-ups) for completeness,
clarity, correctness and that all important testability.
Let me give you an example of why effort at this stage is
necessary. Let's imagine we have a requirement for a
registration page which says:

A one-time exercise which sets out
to leave only 100% clear bugs without
false conclusions, duplications and
other trash.
If you've been in software quality assurance business
long enough, sooner or later you're going to be faced
with a horrible problem: handling a huge legacy or a “bug
heritage”. It is not uncommon to have an “ancient” project
with more than 300 bugs in its “backpack” and my first
recommendation is to analyze where the main source of
bugs is located. Statistically, defects (about 56%) arise from
ambiguities in requirements (no offense to business analysts),
the second most common is design errors (about 27%),
with coding errors coming fourth (with 7%) after
“other errors” (10%).
Rather than bemoan the fact, I've set out some practical
steps you can take to spring clean testing. It has worked for
me and my teams and I am happy to share our experiences
in the hope that others will benefit too.

“When a user enters a valid email address in the field and
click on a submit button they should see a message about
successful registration. If a user enters an invalid email
address then they have to see an error message in a userfriendly format. When a user put a cursor in the text field a
“submit” button (related to this field) should become
disabled.”
Completeness. A requirement must contain
all the information necessary for developers.
A QA engineer should check that all possible scenarios have
been considered in a requirement, they should try to find any
gaps or uncovered cases. In our example with a registration
page, we can ask:
What should we do if a user leaves this field
empty and clicks the button?
What should we do if a user with this email
address already exists in the system?
Clarity. Requirements should be transparent
and clear to everyone.
We should try to find all ambiguities in requirements, only
generally accepted terms should be used (without slang and
jargon). Good requirements also should not have anything
like "etc.", "and so on and so on", "and the like"...
2017 - professionaltester
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In our example, we should ask our business analyst to clarify
what a “valid” and “invalid” email address means. Are the
email addresses with special characters (like $,±) invalid?
What is the maximum length of a valid email address?
Correctness. All statements should be correct,
truthful and logical.
How logical is our requirement? Is this really what is required
from the system or did someone make a mistake/mistype
while writing the requirements?
Back to our example, there is an obvious mistake or typo in
the third statement of our requirement. Of course, it should
say: “When a user put a cursor in the text field a “submit”
button (related to this field) should become enabled.”
Testability. There should be a way to check if
implementation meets a requirement or not.
Is it possible to verify requirements satisfactorily? How
would we do that? What data and tools do we need?
One of the implementations that would follow from our
example requirement will be difficult to test. Let's revisit this
statement: “If a user enters an invalid email address then they
have to see an error message in a user-friendly format.” What
is the expected result for this “user-friendly format”? How will
we validate if it is user-friendly enough or not?
It is vital that requirements are clear and logical and
avoid situations where we missed some dependencies, or
implemented something that we didn't have to or something
we are unable validate. It saves a lot of QA and DEV team
effort and time. Developers should not write any lines of code
until requirements are tested and everyone is on the same
page about acceptance criteria for its functionality.
Tip No 2:
Create acceptance tests based on AC (conditions that a
software product must satisfy to be accepted by a user,
customer, or in the case of system-level functionality, the
consuming system) and share them with developers and the
business analyst to show everyone what you (QA) expect to
get after the implementation in code. These AC should
consist of test data in the DEV environment to help
developers to check whether their implementation meets
business (and QA) expectations before transferring the
code to the QA team.
For instance, we have an AC:
"A user with a positive balance on his account should
have an ability to transfer the money to another account."
A QA engineer will have to prepare a user with a positive
balance, one user with $0 and one user with a negative
balance and add this information to the story:
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"A user1 (DEV) with a positive balance should have
an ability to transfer his money.”
"A user2 (DEV) with a $0 balance must not have
an ability to transfer his money.”
"A user3 (DEV) with a -$10 balance must not have
an ability to transfer his money."
During coding, programmers can use these data and
acceptance tests to make sure they have done everything
right. As a result, the number of new, open, obvious (evident)
bugs tends to zero, because everybody knows what will be
implemented and how it will be validated. Everyone is on the
same page, thanks to this kind of acceptance test-driven
development.
Tip No 3:
Conduct acceptance tests for features as soon as possible,
share them with the owners of this feature (product owner,
customer or client), what feedback did they receive, when is
it not too late to make changes? "Fail fast, fail often" is my
advice - learn and adjust course speedily. This saves time
and money. The trick here is to improve the efficacy of the
feedback loop. We quickly reveal all the problems in our
software making it easier to spot and fix them. If it is
impossible to get feedback from the feature owner then
at least try to demonstrate this functionality before releasing
it to the production environment, to avoid situations when
something unwanted “goes live”.
Tip No 4:
Establish strict requirements for appropriate defect
description and become (at least temporarily) a filter for all
newly created defects, checking whether they meet these
requirements or not. Try to suppress the creation of not-fullyinvestigated problems, try to find the root cause of the
problem, and include as much information you can find (logs,
service response, screenshot, data and steps to reproduce).
Tip No 5:
Create a united entry point for all complaints and
suggestions about improvements. We created a “hotlineproblems” mailbox (rfbug@copyright.com, RF is the name of
our project) and made aliases for all QA people working on
the project. If somebody notices something wrong or just
wants to make sure how an aspect of functionality (for RF)
works they sent an email to this address and received (almost
immediately) an answer on it from members of the QA team.
It helped to control all defects which were created in the BTS
(the bug tracking system) by different people (from different
projects, departments, branches) and avoided the duplication
of existing BTS issues. At the same time, testers started
applying their expertise and supported the investigation
of “urgent-emergency” issues in production.

Test process improvement

As a rule, it is usually a support team working directly
with customers that employs this channel to send responses
from real users and sometimes they utilize it to help with
troubleshooting. Also, business analysts, product owners,
QA personnel from the front projects tend to be active users
of the "hotline" mailbox. They usually ask about the details
of how this or that functionality of the app works.
The mailbox is not supposed to be a substitute for the BTS,
it has a different goal: gathering feedback from real users
(in production or pre-production) and enabling the most
knowledgeable team working on the project to answer
questions about app features. After all, the QA team knows
everything about the project because they work with it every
day and they don't need to maintain their knowledge
artificially. If QA folk know how everything works in the
application then why not take advantage of it?
All of these changes will help to stop a “flood” of new bugs,
and now it's the time to perform a spring-cleaning of your
BTS. It is a one-time exercise which sets out to leave only
100% clear bugs without false conclusions, duplications and
other "trash".
Helpful spring cleaning tips
Tip No 6:
Find the best time to perform such activities. In
our case, we had a whole spare week in January without new
functionality to test (because our dev team located in another
country and they had long Christmas holidays). You can ask
your product owner to create a separate story to do this
spring cleaning by the QA team while developers will be
busy with spikes, code refactoring, test coverage, etc.
Tip No 7:
Find the root causes of bugs and get rid of issues which
contain words: “Sometimes”, “Intermittent”, “For this user”,
etc. All of these “bad” words are signs of a not-fully
investigated problem. If a bug is reproducible only for this
user - find out what the difference is between this one and
others, try to find all conditions which help to reproduce bugs
with the sign “sometimes” and “intermittent”, etc. If you can't
find out the root cause right now - put it into the list for future
investigations. Help developers to get all information about a
user, conditions, browser, attach log files, etc., make all
aspects of the defect 100% clear to everyone.
Tip No 8:
Find all duplicates. After applying the procedures
described in previous tips it's much easier to search for
duplicates because now you will have only reproducible
issues with a specified root cause instead of described
external presen-tations. For us, duplicates made up
almost 10% of defects.

Legacy code and you
Tip No 9:
Find and close all un-reproducible bugs. Having more than
300 bugs makes managing them almost impossible - your
application grows and changes, some bugs could be fixed
or became outdated because of those changes. We found
about 25% of bugs were closed with the resolution “Cannot
Reproduce”. It helped to avoid wasting a developer's
time investigating non-existent problems.
Tip No 10:
Find and close all function as designed (FAD) and “ancient”
low priority bugs which don't merit being fixed. Find all requirements for your application; compare expected results
from issues with requirements. Also, search for low priority
bugs which don't harm users and which are not worth fixing.
Frankly, there are always some bugs stored in the BTS which
have been pushed from release to release, because they
are not important, find them and reconsider them with
stakeholders. Most likely, you will find bugs which are not
actually bugs at all and they should be reviewed by the
business analyst and project owner to decide whether you
need to update requirements and fix this issue or simply
close it. In our case, more than 15% bugs were closed
with the resolution FAD.

Before I go to the next tip, I want to raise an eternal question should we consider defects as a part of the product backlog.
I mean bugs that are unrelated to functionality being coded
during the sprint. If someone finds a bug during a sprint that is
related to the features being worked on, it definitely should be
fixed, that's obvious.
Problems your team might find during feature testing:
issues introduced by the changes (new ones)
issues that were there before and don't have a lot
of impact on the “touched” functionality (old ones)
issues that were there before and have a critical
negative impact on the “touched” functionality (old ones)
The developers need to fix the items that were there
beforehand and which negatively impact their work, as
well as the problems they accidentally introduced.
Now for the more difficult side - honestly, most of the preexisting bugs that the QA teams find do not have a major
impact on the feature, because they are already in the
production environment (and receive no complaints from
customers) and it really isn't the developers' responsibility to
fix them. And in this case, all of these old low-priority bugs go
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into the BTS. From another point of view, ideally we should
put the bugs right onto the product backlog. Because from a
user's perspective it does not matter whether something is
considered a new feature or a bug (related or unrelated to
coded functionality). The user just wants the system to work
appropriately.

Before each sprint started, the QA team would find a group
of bugs which would be bound to change in an upcoming
functionality sprint. We proposed to the product owner that
we include them as a part of these stories and fix them.
Usually, we transformed these defects into additional
acceptance criteria for these stories.

In these cases, the most common solution teams use is to
have two backlogs:

After these activities, we got a list of 100% clear bugs with a
specified root cause, without unanswered questions, with an
appropriate priority and which definitely should be fixed. This
list contained only 49 bugs. We allocated a whole sprint
(stabilization sprint) to fix most of them. After that we go to
our “dream” (to have 0 bugs in our BTS) with small steps
sprint by sprint. At the moment, we only have 7 bugs.

a product backlog of features
a bug backlog
The product owner takes on most of the additional
work by having to prioritize two separate queues. But QA
personnel can help with that, providing a list of issues which,
from their point of view, are the most important. So, before a
sprint starts the product owner can say something like this;
“My top priorities are the first 6 items on the product backlog,
they are “must have”, then switch to bug fixing - RRS-1203,
1205 and 1206, then these next 3 stories from the
product backlog”.
I still insist that in a perfect world defects should belong
to the product backlog just like any product story. After all,
as the "Manifesto for Agile Software Development" says:
"Working software is the primary measure of progress."
It is a little insincere to mark a feature with known bugs
as complete — "Yes, it's done... but there are a few
bugs in it."
Tip No 11:
Transform some defects into improvements and stories.
We have conducted a series of triage meetings to explain
to business analysts and product owners the root causes
of issues and how we can fix them. Some of the issues were
transformed into stories because a business decided to
combine bugs related to some functionality and fix them in
one fell swoop (for instance issues reproducible on mobile
devices). Also, we found some bugs related to the parts of
the application which will soon be removed (or replaced by
another functionality). The result was that one part of these
issues was closed, another was transformed into
improvements.
Tip No 12:
Pull defects related to an aspect of functionality,
and which will be changed as part of the next sprint,
in the scope of stories. We created some components
in our BTS to mark them as all bugs related to appropriate
functionalities (components), like: “order process”, “user
management”, “account settings” etc. It made the
process of finding defects related to particular
functionality easier.
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So my final piece of advice is not to be afraid to try
new things in your process. Don't be afraid to take on
more responsibilities. And I'm sure that everything
will pan out

Evgeny Tkachenko is QA lead at EPAM Systems, with a background
in automation testing and test management on complex projects in
the telecommunication and online entertainment industries.
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Testing Talk

Chris Loder chats with Anthea
Whelan about lessons learnt
during 20 years of automation and
shares his new, snappily-titled
patent with her.

Twenty years of automation development – you must have
seen some pretty intense changes during this time. What
would you say were some of the best things to have
emerged?
In my opinion, probably the Open Source movement. This
might sound really horrible but we were kind of held prisoner
by the companies that sold automation software early on
because of licencing rates and maintenance costs.
Nowadays, there are companies like Selenium who do Open
Source – that really changed the landscape. Now, you don’t
have to have the massive bill for licence and maintenance;
you just pay your people to do it. It’s amazing how that
landscape has grown – even Appium, for mobiles,
grew out of the Selenium world.
Another change over the last twenty years.
Oh yes, mobile is growing because everybody has a phone,
now. If you want to put your information in front of people, it
has to work on a mobile device. You walk through hospitals
these days, and nurses are carrying iPads – nobody seems
to be writing anything down any more. It’s all on a device.
Mobile is huge.

We know what we need to do our
job, so we just built it.

So, conversely, what would be some of the worst things
you’ve seen? Do you still hate most of the licenced software
out there?
No, they serve a purpose – they help people get into
automation at all, which is a huge thing. For some people,
it’s the only way they can get started, so I don’t hate them.
I suppose one thing that sticks with me the most is how
those who’ve never tried it, don’t understand how long
and complicated it can be to automate things.
Automation is not easy. If it was easy it would be part of all
regular development cycles. But I’ve had managers who have
looked at me, having never done automation before, when
I’ve just joined their team and they ask me: “How long is this
going to take?” When I tell them a ballpark figure of about
two weeks, they usually reply: “But I can test it in a day!”
They don’t understand that I have to write all the
infrastructure that goes around it.

2017 - professionaltester

21

Interview

thing. I always go back to the manual folk and ask them
which they want to do.
What would you pick as you three gold rules of automation?
Keep it simple. What you write today, someone else will
have to come in and figure out tomorrow. Always keep
it simple.
And the idea that automation is a silver bullet that is going
to solve all your problems, I hate that. I can’t automate
something that somebody hasn’t tested. It has to be featurecomplete before it comes to my team. Some people want
you to automate right off the press, but we tried that and it
didn’t work because it gets changed the following week – so
now we have to automate it again.
Actually, I’ll tell you what I really hate – recorded playback.
Sure, it will work today, but it won’t work tomorrow when your
product changes so you’ll still have to go in and do a lot of
maintenance. It gives people a false sense of security, like,
“oh, I ran twenty test cases today!” Try running them
tomorrow, when you get the newest build. The software is
getting better, but any time I hear anyone say recorded
playback, I cringe.
Are there any instances when you might recommend against
automation, or even specify a manual approach?
Everything has a cost. It all boils down to what
you’re saving.
For instance, our poor lady here who does all our
documentation for us – she would merge together all the
documents with all the languages and all the other stuff,
generate the PDFs and it would take her about two weeks
to release. We automated all of that for her so now all she
has to do is hit a button.
We put a guy on that and it took him around two weeks to
get that automation done. To me, that was worth the money.
But if it was something that someone has to do once an hour,
every three months – to me, that’s not worth it. You have to
balance it with how much time and effort you’re saving.
Sometimes, you also get technical limitations – some things
cannot be automated. Like, notifications – that’s always a fun
one. Say this software does something that requires you to
be notified about it at three in the morning. How do you
automate something like that, where my test has to now sit
there and wait until three o’clock in the morning?
It boils down to the complexity, the frequency of use and the
cost to automate it. We have a balance where we have to
query, I can automate ten of these tests because they are
fairly straightforward, or I can automate this one difficult
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Keep your tests short – here we have a guideline where
we try to aim for under four minutes. When I first joined
Halogen, the average test case length was forty-five minutes
to an hour long. Everything in one giant test case. So, if you
had a problem occur around four minutes in, you had to sit
there for another forty minutes. It was painful, so we
implemented this rule.
Lastly, keep it independent. Every test should be independent of every other test. That allows you to run them all
at the same time if you want to. This was another problem
we encountered with those forty-five-minute tests – some
of them would concatenate into other tests, so they all
had to be run in a specific order and so on.
Nowadays, I run around seven thousand tests a night, all a
mix of web driver tests, API tests and so on – all independent
of one another.
What do you think is the best way of establishing boundary
conditions, before you begin automation?
It really evolves from a team decision. We kind of sit down as
an automation team and study what’s working and what isn’t.
We realized those crazy things we inherited were not working.
We learnt, over time, that every test must be independent,
they need to be short – we then started finding ways of
making them shorter, for instance, we inject data when we
can, straight into the database instead of going through the
UI, because it’s faster. When the purpose of the test isn’t to
put the data in, but to do something with it, we rely on
techniques like that.

Interview

engine, but it was kind of flaky in that, sometimes, when
you ran a test, it wouldn’t work, but if you ran it again, then
it would. What we were finding were things like, you click a
button and Selenium would tell you the page is loaded, even
though it hadn’t truly finished loading, in actuality. So, we
implemented – uh…

So you must be getting lots of outputs from these tests.
How do you avoid become overwhelmed, especially on,
for instance, bigger projects?
We write our own reports based on our own results.
When our automation run is complete, we have a reporting
job that just sits there and waits for it, so when it’s done, it
generates all of our results. We extract the data from our test
case repositories and put it into HTML so anyone can open it
in any browser. Every test is listed in its own suite and we
summarize it all, so I can actually see which module did
what. Then you can drill down.
We gave everyone the ability to filter so, for instance, I can
look at my failures in a particular area, see which test failed.
We also automatically re-implement upon failure, just in case
a test failed over something like a network glitch and this
gets reported too.
I have all the automation log files at my fingertips, including a
screenshot, even from mobile devices. Everything we require
is right in front of us, so we can determine whether or not it is
a production bug.

The patent is called, “Enhanced stability of automation
execution via use of state machine pattern and expected
conditions when executing an action on an application
element”.
Wow, that rolls off the tongue. I’m going to have
to ask my editor for more words!
I know! I didn’t come up with the name, for the record!
I had an intern at the time, just the two of us working on it.
Every action should have an expected condition – if you click
on a button, a dialogue should appear, and so on. So, if your
condition isn’t met, you retry that action. I had the idea of
retrying this action and my intern implemented it using the
state machine pattern that we now have.
It’s really cool in a nerdy way! It just made everything better
because we stopped failing tests for no reason. Originally,
we thought the tests were the problems, but once we
implemented this, that all just went away and made things
far more stable. It helped us separate problems in the
automation with problems in the testing and allowed us to
overcome lags in the product so the test could continue
successfully. In this way, we were able to eliminate a huge
grey area in our testing

We know what we need to do our job, so we just built it.
What’s the oddest thing you’ve ever automated, either
for fun or profit?

Chris Loder is senior automation specialist and leads the
automation framework team at Halogen Software, which is now
part of Saba Software.

Oh no, I’ve done so many weird things over the years…
Automated my time sheets because I hated doing it…
Oh! This sounds so horrible! Years ago – not at my current
employer – I was working from home one day. If you weren’t
at your machine, the screensaver kicked in and the instant
messenger application we used would set you as “away”. We
had a really short policy, something like five minutes, so I
automated my mouse to just jiggle periodically so it would
look like I was there and not, for instance, playing video
games…
All right, tell me about this patent that you filed – I hear you
love to talk about it.
It was kind of a happy accident! We had just built our
automation framework, it was in its infancy. We had the
2017 - professionaltester
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