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TE TER How to show testing is good

What is “good” depends on one's viewpoint. 
So we should start by deciding whom it is we 
want to show. They are the people we want to 
support, invest in, and value testing: software 
acquirers. So what do they consider good?

Delivery on time and within budget is obviously 
important, but whether the software works well 
enough is more so. Those to whom they must 
“sell” it – users – judge that for them.

So how can we show that testing helps to 
deliver the software that users need and like, 
faster and cheaper? Contributors to this issue 
have looked critically and pragmatically at 
various ways and given us important 
suggestions on how to use them more 
effectively. But their measurements share a 
common problem in that they are self-
referential. They tend to depict testing, to 
those who do not understand it well, as an 
end in itself.
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From the editor
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The real end is the product and the best way 
to get it right and to know that it is right is to 
define it: then, to help everyone contributing 
to it to understand that definition as clearly as 
possible. So the most important of testing’s 
many functions is to describe explicitly, in the 
form of test specifications, what the product 
should be. If it can achieve that, its relevance 
and importance is obvious to buyers, users 
and developers. That is how we can show 
them that testing is good. We need to move 
their attention forward from test execution 
and results to the most valuable parts of our 
work: test analysis and design.

Professional Tester is published 
by Test Publishing Ltd.
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Finding and fixing defects hinders 
software development projects. While 
testing must do all it can to detect 
defects where they exist, doing so does 
not make acquirers and project 
managers appreciate and value testing, 
but the opposite. That is why 
approaches to showing testing is good 
that are based on defects detected and 
predictions about what would have 
happened had they not been are 
unlikely to succeed.

The success of projects depends on not 
introducing defects and as testing 
matures this is where it needs to 
improve its contribution. Rather than just 
checking and seeking to find fault, 
testing needs to become seen as the 
enabler and assistant – even the driver 
– of development.

That does not necessarily mean testers 
should work more closely with 
developers – that's a different argument 
– but that they must work more 
effectively with them.

Simpler design of more robust tests
Ranorex promotes this: many of its 
features and concepts are designed to 
help close damaging gaps between the 
two activities, whatever the methodology 
in use. In the July 2010 issue of PT (see 
http://www.professionaltester.com/maga
zine/backissue/4/ProfessionalTesterJuly
2010-Bishop.pdf) I explained how it 
defines every test case both as simple 
action lists and powerful, compilable, 
executable code, making tests easy to 
create, use and adapt using either – an 
important step forward in helping 
developers assure business correctness 
continually as they work.

Ranorex 3 returns the focus to testers: it 
makes designing tests for modern, 
advanced GUIs easier and executing 
them more robust without coding. No 
tool can yet achieve completely reliable 
replay without some intervention, but 
the new release has made significant 
progress in minimizing and simplifying it. 
The new test suite view makes splitting 
test cases into parts and recombining 
the parts to create new test cases a 
simple browse-drag-drop operation. 
Every interface action is accompanied 
by an automatically-generated 
screenshot of the object involved, 
making step-level editing when the SUT 
changes easy.

The test cases created can be 
parameterized in powerful ways. Data 
sources can include not just the inputs 
finally committed but granular, specific 
user actions: for example the string 
{LShiftKey down} in a CSV file does 
exactly what it says. This can be used to 
achieve more thorough systematic 
testing of unanticipated use cases.

Choosing the right object in the same 
way a user does
All these features promote more 
thorough testing and so amplify its 
influence on development. But like all 
test automation they depend on 
identifying interface objects correctly. 
This is the most important element in 
making automated execution reliable.

One way Ranorex 3 achieves it is by 
making it easy to change the ways to 
which screen objects are referred. The 
‘RanoreXPath’ that identifies every 
object can be edited to use the most 
appropriate of multiple methods, 
avoiding problems caused by 
undisciplined naming by developers or 
platforms, technologies and 

by Edward Bishop

When words are better 
than names

Testing can be the accelerator, 
not the brake
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The just-released 
Ranorex 3 opens
interesting new 
possibilities for 
proactive testing.
PT editor
Edward Bishop 
envisages one

Showing testing is good



RanoreXPath that identifies the object 
can be replaced by a variable:
form/table/tbody/tr/td

[@innertext=$varproductname]

/..//input

development practices that hide 
interface information or make it 
ambiguous. Once the object repository 
is optimized in this way, the test actions 
using it become very robust. The 
flexibility to refer to different objects 
by different information about them 
means tests involving multiple
interfaces and a mixture of
technologies can be automated 
with one tool and one approach.

Figure 1 is a sequence of screens 
displayed by an example web 
application, SupplyMe, and figure 2 
shows part of a test case that navigates 
that sequence displayed in Ranorex 3. 
In the second screen, the list of 
products is displayed in descending 
order of the numbers in the “units 
allocated to you” column.

But the underlying names of the text 
boxes are simply sequential from top to 
bottom. In this case, that name is the 
'name' or 'id' attribute of the HTML 
'input' tag, but exactly the same 
situation arises in any application that 
uses dynamic controls such as tables or 
grids regardless of platform or 
technology. The individual objects within 
them cannot have unique ID information 
because they are generated 
programmatically depending upon 
changing conditions.

Execution of a test that refers to one 
of these boxes by name will fail if it, 
another test, or another event 
changes allocation figures so that the 
order of product display changes: it 
will attempt to order the wrong 
product. But the new release makes it 
possible to refer to the input box 
instead by its associated text label:
form/table/tbody/tr/td

[@innertext='iPad 2 Wi-Fi 

32GB']/..//input

In this way tests can be made always to 
select the correct object, even in 
complex dynamic screen layouts. Even 
better, the reference to the text label (or 
any other parameter) in the 

Thus tests can be permutated to 
perform the same actions with 
variation of the interface objects upon 
which they are performed as well as 
the inputs made. 
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Figure 1: Sequence of screens in a SupplyMe test case



The method is not limited to web 
applications: exactly the same can be 
done under any of the many platforms 
and technologies Ranorex supports.

The use of text variables to identify 
objects opens up many intriguing 
possibilities, including testing natural 
language translation of interfaces. What 
if SupplyMe were to be localized for use 
by German speakers?

The wrong way
1 Have the developers translate the 

labels using Google Language Tools 
to deliver a German version 

2 Recruit German-speaking testers for 
manual test execution, looking for 
translations they don't like and for 
functional regression, in both cases 
raising incidents to be investigated, 
discussed and fixed

3 Translate the automated tests too so 
that they will execute against and 
verify the German version: a difficult 
and painstaking task in any tool, so 
much so that it may well be easier to 
build the tests again – but then it will 
be difficult to know whether they are 
really equivalent to the originals

4 As defects are found and fixed, 
maintain and re-execute the 
automated tests until confidence is 
judged to be sufficient.

The testing way
1 Working from source code, compile 

a list of all the text items requiring 
translation. With appropriate help, 
create and review a translation table 
(figure 3). Provide it to the developers 
as requirements for the German 
version

2 Locate all the screen text items in 
the Ranorex test suite and replace 
them with variables containing the 
same text read in from an Excel, CSV 
or SQL file. Use the translation table 
to create a German version 
of that file

3 When the developers release the 
German version of the application, 
execute the tests with the file 
containing the German texts.

If any test fails to execute, a translation 
has not been made correctly. If any 
incident is reported, functional 
regression has occurred. Otherwise, 

the German version is exactly 
functionally equivalent to the original as 
defined by its tests, and all text verified 
by those tests has been translated 
according to the documented 
requirements. It's easy to show testing 
is good when it facilitates, speeds and 
verifies correct development 
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English text  
Search for stock items:

Search again

LOG OUT

 Search

Cancel

Please enter a string to search 
for

Search results

Item name

Units allocated to you

 

Order stock

Units to order

Name of person ordering:

Place order

Please ensure all 'units to order' 
fields contain zero or a positive 
number only.

 

Please enter your name.

Thank you. Your order has been 
accepted.

Sorry, at least one of your order 
quantities exceeds your 
allocation of this item. Order 
not accepted 

Continue

Order more stock

Google translation

Suche für Lagerware:

Suche

LOG OUT

 Search

Abbrechen

Bitte geben Sie eine 
Zeichenfolge für die Suche nach

Suchergebnisse

Artikel-Name

Stück für Sie bereitgestellt

Bestellen Lager

Einheiten, um zu bestellen

Name des Bestellers:

Legen Sie bestellen

Bitte stellen Sie sicher alle 
'Einheiten zu bestellen' Felder 
enthalten Null oder eine positive 
Zahl nur.

Bitte geben Sie Ihren Namen 
ein.

Danke. Ihre Bestellung wurde 
angenommen.

Leider überschreitet mindestens 
eine Ihrer Bestellung Mengen Ihr 
Zuteilung von diesem Artikel. 
Auftrag nicht angenommen.

Weiter

Bestellen Sie mehr Aktien

 Required translation

Suche nach Waren :

Wiederhole die Suche

LOG OUT

Suchen

Abbrechen

Bitte geben Sie eine 
Zeichenfolge für die Suche nach

Suchergebnisse

Artikel-Name

 

Für Sie bereitgestellte Einheiten

Aktuelle Bestellstatus

Zu bestellende Einheiten

Name des Bestellers:

Bestellung abschließen

Bitte stellen Sie sicher, dass alle 
Eingabefelder entweder 0 oder 
eine positive Zahl enthalten

Bitte geben Sie Ihren Namen 
ein.

Vielen Dank. Ihre Bestellung 
wurde angenommen.

Leider überschreitet mindestens 
eine Ihrer Bestellmengen die 
Ihnen zugewiesene maximale 
Anzahl von Artikeln. Der Auftrag 
wurde nicht angenommen

Weiter

Weitere Einheiten bestellen

Figure 2: The test case in Ranorex 3

Figure 3: Natural language translation table

An evaluation copy of Ranorex 3 is available free from http://ranorex.com



According to the World Quality Report 2010-2011 
published by Capgemini, Sogeti and HP,  the pressure 
on software development organizations to deliver 
is increasing rapidly1. Complexity of the application 
landscape is growing and yet the business demands 
smooth application implementations while at the same 
time also requiring a reduction of development lead 
times and costs! Key to achieving this delicate balance 
is effective testing that can contribute substantially to 
reducing these lead times and costs. 
 
Dedicated client test lines
As a response to these challenges, the Capgemini 
Group offers a Managed Testing Service, which takes 
as its starting point client-dedicated test lines. As 
our diagram shows, this is not necessarily about 
outsourcing, but about choosing the most effi cient way 
of managing the process of testing – whether onsite or 
offsite, onshore, nearshore or offshore. 

The service is characterized by:
n        High level of standardization,  using best practices 

from experience.
n        Applying Capgemini’s  Rightshore® model, which 

aims to get the right balance of the best talent from 
multiple locations, working as one team to create and 
deliver the optimum solution for clients. 

n        Business driven test management, focusing test 
resources on areas that really matter.

n        Applying a mature and disciplined testing process, 
reducing the number of defects in production. Large 
benefits can typically be found in reduction of costs of 
failure during operations.

n        Economies of scale that enable flexibility in the 
resourcing of the test team,  scaling up and down 
depending on project needs.

n        Specialized professionals bringing high efficiency and 
effectiveness e.g. package testing, test automation 
and performance testing.

Outsourcing software testing must start with 
establishing a clear  business case, focused 
on identifying and validating the fi nancial and 
non-fi nancial benefi ts that are relevant to your 
organization’s business or IT goals.

The business case should show that organizing 
software testing as a managed service has many 
advantages. When successfully implemented and 
executed, costs can be reduced by over 25%, while 
time to market is shortened and overall software 
quality is improved.

Critical success factors
Both customer and supplier have an active role in 
ensuring the success of Managed Testing Services, 
including  effectively addressing the critical success 
factors:
n        Ensuring alignment of the test organization and 

test approach with business characteristics and 
criticalities.

n        Using a specialist independent testing supplier 
that has in-depth knowledge and understanding of 
business and subject matter.

n        Applying a business driven structured testing 
methodology like TMAP NEXT®.

n        Establishing a clear business case that indicates both 
financial and qualitative benefits to be achieved.

n        Setting up performance measurements to ensure the 
provider really delivers.

For more information about Managed Testing Services, 
contact us at testen.nl@capgemini.com or download 
our white paper about Managed Testing Services2.

Is your test organization really cost 
effective?

¹ http://www.uk.capgemini.com/insights-and-resources/
bypublication/world_quality_report_2010__2011

² http://www.capgemini.com/insights-and-resources/by-
publication/the-last-outsourcing-frontier-software-testing/
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As a testing service provider we at 
MphasiS take what we believe is a more 
realistic and pragmatic view. We treat 
each of our customers as a special case 
and concentrate on working with them 
to agree what factors – properties, 
results, achievements, deliverables and 
quantities – are important to them. 
Indicators of the quality and 
effectiveness of our delivery are then 
based upon these. The measurement 
methods are chosen to fit the situation 
and as unique as the individual 
customer and project, just as the testing 
methods and the entire engagement 
model must be.

Although communicating benefits clearly 
to business people is obviously 
important, it’s a mistake to assume the 
customer is “green” about testing. In 
most cases they have long experience of 
doing it in-house, gained before moving 
often only some of the work to an 
external provider. That legacy means 
there are certain factors identified and 
chosen by almost every customer, and 
they are based not on dubious metrics 
and formulae, but well-understood 
‘traditional’ test management success 
indicators. I believe these indicators are 
still what we should use to show that 
testing is good.

Coverage of requirements
Exactly what is meant by ‘requirements’ 
varies a great deal, but to manage 

testing effectively always requires 
traceability between requirements 
however expressed to tests and 
incidents, in both directions. The 
backwards traceability provides us also 
with an explicit, fully detailed record of 
how much of what the customer wants 
delivered has been tested. Regardless 
of the results of that testing, the degree 
of coverage achieved and the rate at 
which it grows are the most 
fundamental and important 
measurements of testing productivity.

Defects found and missed
The frequency with which defects are 
found is not a good measure of testing 
effectiveness because it depends on the 
quality of what is being tested. However 
when a defect is found during testing 
categorizing it by severity, using criteria 
agreed by customer and provider, forms 
a valid indication of the success of 
testing. On the other hand when a 
failure occurs in production, exactly the 
same assessment indicates the failure 
of testing.

Time of detection of defects
Every tester knows that the earlier a 
defect is found the less it costs. This 
gives us a third measurement, 
especially meaningful when applied to 
the most severe defects: time elapsed 
between introduction and detection. To 
make this fair, the meaning of 
‘introduction’ must be defined: it is not 
the time when a developer made the 
original error, but when a deliverable 
containing the resulting defect was first 
delivered to testing 

by Srinivas Uragonda

Can testing services 
be measured?

Until testing itself is standardized, 
measuring it can’t be
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Srinivas Uragonda 
on how MphasiS and 
its customers evaluate 
its testing

Showing testing is good

Provision of testing as a service has 
grown in recent years, prompting thought 
about how a customer can evaluate that 
service. Some people, including the 
editor of this magazine, envisage an 
ideal: a standard set of measurement 
methods accepted as valid by all. I don’t 
believe that’s possible.

The accuracy of such measurements 
depends on what is being measured, that 
is the testing and its effect on the project 
and product. Here there is massive 
variation. Different organizations working 
in different domains under different 
circumstances have different 
requirements. After so many years trying 
and failing to standardize the ways 
testing (and development, requirements 
capture, project management and every 
other aspect of software production) is 
done, how can we hope to apply one set 
of measures to them, in all their ever-
changing diversity?

Srinivas Uragonda is a test consultant at MphasiS (http://mphasis.com)
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Necessity is the mother of 
invention. I was a test leader – a role 
not even defined in Scrum – in a 
Scrum team. All the other members 
were developers. Test automation 
and unit testing were fair ly 
axiomatic, but manual testing was 
definitely not. It was obvious to me 
that everyone had to do effective 
testing. Now I needed to convince 
them. I needed a method that I could 
explain, that developers could 
understand and that would find bugs.

I wrote a list of requirements for 
the process:

everybody will do testing
All team members are responsible for 
the quality of our product. So all are 
responsible for testing to promote 
good quality

a developer alone will not test 
features he or she developed
Testing as par t of development is not 
enough. Fur ther testing by someone 
who was not involved in development 
of the feature and is more objective 
and critical in attitude is needed

we will not have comprehensive 
test specifications
We will create and use the minimum 
documentation needed. What is 
needed depends on project context 
and customer demands

the team will agree about found 
issues before raising them
Discussion on whether an issue is a 
defect will be done informally, not via 
an incident management system 
which can lead to a wasteful “ping-
pong” syndrome caused by 
misunderstanding or disagreement 
about what is or is not a bug

the method is similar to and in the 
spirit of Scrum
In a development team that likes 
Scrum, it makes sense to use a test 
method that's similar to Scrum in 
style and intent, making it easier to 
explain and therefore to accept

communication and interaction 
between team members is key
Learning by doing and learning from 
mistakes is the most powerful way to 
improve testing.

Developer's Exploratory Testing was 
then born. I chose the name to signify 
that it's a test method designed for 
development teams to use. To meet 
the requirements, it has the following 
characteristics:

everyone does testing
Not just team members, but whenever 
possible the product owner, 
stakeholders and customers

testing is always done in pairs
To make testing more objective, remove 
the need to trace who did what, promote 
knowledge transfer and increase 

by Davor Crnomat 

Get into DET

In an agile development environment, 
everyone should be a tester
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Davor Crnomat 
explains his Scrum-like 
testing process

Test process



Test Logica yourself!
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does some testing and recognizes 
testing as integral to their work, not an 
optional side activity.

A DET session is closely related to a 
sprint (see figure 1) but is done in a 
much shorter time, just 30 to 90 
minutes. In a sprint some of the 
product backlog – the features that 
need to be added to make the product 
shippable – are moved to the sprint 
backlog, ie committed to the current 
sprint. The DET backlog is testing 
remaining to be done to achieve 

confidence in findings. One of the pair 
must have not been involved in 
development of the feature being tested: 
two developers who produced it by pair 
programming is not an acceptable pair for 
testing. Frequent re-pairing is encouraged, 
making testing and observation more 
varied and so that everyone gets the 
benefit of learning from everyone else

test execution is done in planned 
sessions
All pairs start test execution at the same 
time. This helps to ensure that everyone 

PT - April 2011 - professionaltester.com 12

Test process

required coverage: not defined test 
cases, but untested features and 
requirements plus unmitigated risks 
relating to partially-tested ones, to 
force session participants to increase 
their domain knowledge and be 
creative. Some of these items are 
added to the session backlog. Cleared 
items are also sometimes re-added 
later for regression testing. 

Not everyone participates in every 
session, depending on current needs: 
sometimes one pair will be enough. 
But…

every session is followed by a report 
meeting
This is when the team must agree on all 
issues noted, so it's important that all 
available team members participate. 
When it is agreed that an issue is a bug, 
consensus is reached on its 
importance. The goal is to get a clearer 
picture of current product quality, 
avoiding ping-pong

discussing solutions is encouraged
When a developer finds or is shown a 
bug, he or she star ts talking about 
fixing it. In DET this is encouraged, 
even during the session and the 
meeting. It saves investigation time 
and the explanation of the cause 
helps everyone present to think of 
more tests that might find related or 
similar bugs in this or the next 
session. It also helps to make fixing 
correct and efficient. Often, someone 
who knows they can make the fix 
easily will volunteer. To avoid a 
testing activity becoming a design 
one, discussion is kept to a strict 
maximum of two minutes per bug.

Test documentation and reporting
At the start of the session each pair is 
given some mission statements – 
features and functional areas to test, 
risks to mitigate, environment 
description and whatever additional 
detail is needed – by the test leader. 
These can be on paper or, more 
commonly early in the project, verbal.

Session report

Mission: test client-side language support

Environment: MegaPhone running MP-OS2.11 with English and Swedish LangPacks installed

Testers: Kevin O'Brien and Sachin Tendulkar

Date and time started: 110202 1320hrs UT

Metrics
 Duration: 71min
 Setup: 40%
 Mission complete: 80%
 Mission vs opportunity: 90/10

!
Data:
N/A

Test notes:
We installed the app on the environment. We alternated between English and Swedish locales 
and checked labels and date formats. We changed locale while the app was running and tried 
but were unable to break it by doing so. We checked that Swedish-specific characters entered 
were stored correctly in the back-end database.

Bugs:
  in Swedish, the “tillbaka” softkey label is truncated - it reads “till”
  in Swedish, the title of the “purchase item now” page reads “Kontaktar server”
  the value of the field labelled “Pub date” does not respect the English locale

Issues:
  when internet connectivity is unavailable, the failure message could be improved
  in “application detail view” scrolling does not work so we could not check all content 

displayed
  when “application detail view” is selected and internet connectivity is unavailable a failure 

message should be displayed. Currently the input is ignored
  we tried but failed to switch to a locale not supported by the app. We tried but were unable 

to change locale in the emulator

Figure 2: example DET session report

Figure 1: DET session compared with sprint
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When the customer requires a record of 
testing, what is done during the session 
is reported (figure 2) in a format based 
on James Bach's Session-Based Test 
Management sample report 
(http://satisfice.com/sbtm/sample_
session.htm). Otherwise, sticky notes 
can be used. At the report meeting each 
issue note is discussed and it is 
decided whether to place it on the 
project whiteboard (accept as a bug) 
or throw it away (because it is not a 
bug, an already known bug or of low 
importance).

Regression testing
Because DET does not include detailed 
test documentation, it defines 
regression testing not as re-execution 
of tests, but retesting of features. The 
difference is illustrated in figure 3: the 
large circle represents a functional area 
of the product. In scripted testing, five 
test cases (the small circles) are re-
executed, covering certain features, 
then regression testing is considered 
complete. In DET, regression testing 
continues until the pair(s) have no more 
test ideas and are satisfied with the 
coverage achieved.

Of course the 100% coverage implied 
by the completely-filled circle is very 
likely not achieved, and there is no 
way to show how complete coverage 
really is. But DET's approach allows 
more creativity and variation than 
scripted regression testing. It is done 
by people other than those who tested 
the functional area previously, and/or 
by the same people who have learned 
more in the interim period. Every 
individual will never be equally “good” 
at testing, but in DET as in Scrum all 
team members are trusted to make 
their best effort.

DET maintenance
In DET, maintenance test planning is 
driven by the developers. A DET test 
plan (figure 4) is a wallchart. The y axis 
is a list of identified features and/or 
functional areas of the product, with time 
on the x axis. When a developer fixes a 

defect he or she draws a dot against the 
item affected in the column of the next 
test session. Further dots are drawn 
against other items which it is 
considered could be affected. When a 
session begins, the more dots an item 
has the more testing should be done on 
it. Features seen not to have been tested 
for some time (no or few dots in several 
columns to the left) might be chosen for 
testing in this session too. The bottom of 
the wallchart has space for manual 
additions in case new risks are identified 
or requirement change requests arise.

Profiting from DET
Agile methodologies are still 
controversial among testers but I think 
DET has advantages over more 
traditional testing processes. The 
reason developers like agile is having 
less documentation gives them more 
time for coding and the same can apply 
to testing. DET starts giving feedback 
and finding bugs early in development: 

not ‘early’ in the sense the word is used 
in sequential development, that is 
finding theoretical defects in documents 
long before code has been written, but 
actual bugs as soon as they actually 
exist. Continual discussion and 
consensus saves investigation time. 
Developers get better at testing and so 
become better developers. Testers 
become better at development and so 
become better testers. Everyone learns 
more and has more fun!

I believe in agile. But I also believe 
thorough acceptance testing, 
especially field testing, should be 
carried out by dedicated, independent 
testers. DET cannot completely 
prevent flaws in system design and 
implementation, but it aims to reduce 
the number of avoidable defects in 
delivered code so that AT can focus 
more effectively, as it should, on the 
most important issue: whether the 
product is suitable for use 

Davor Crnomat is a senior consultant at software house Jayway (http://jayway.com)

 

Functional Area 
(mission)

Splash screen
Front page(s)
Search
Localization
New account
Edit account
Log in
My account
New CC
Purchasing
Categories
Latest
Downloading

4 Jan 2011

Nominations Nominations Nominations Nominations Nominations Nominations Nominations Nominations

7 Jan 2011 12 Jan 2011 14 Jan 2011 20 Jan 2011

Test date:

Figure 4: DET test plan

Figure 3: Regression testing: scripted vs DET

Scripted 
Testing

DET

Retesting
of testcases

Retesting
of functionalities



Although all testers know the value 
of dynamic testing, demonstrating it is 
very hard. It can't detect defects that 
don't exist and there is no way to know 
what defects it has missed. Finding 
critical defects before production 
helps to prove its worth, but whether 
that happens depends on luck, and 
even when it does stakeholders may 
perceive an expensive problem rather 
than an important save and wonder 
why it was not detected earlier.

Manual static testing, done well, 
eliminates much of the luck factor and 
provides more confidence that 
important defects have not been 
missed in early-lifecycle deliverables. 
But the importance of the defects 
detected is a matter of speculation. 
Saying “this wrong or ambiguous 
requirement may have caused 
extensive rework later and threatened 
the project” may not be very 
convincing to stakeholders, especially 
when developers are telling them “no 
it wouldn’t, it would have been noticed 
in our iterative/agile process before it 
did any real harm”.

But the benefits of static analysis of 
source code are easy to prove and 
understand. It detects defects whose 
potential impact is obvious. It goes 
on to assure absolutely that similar 
defects, plus thousands of potential 
or previously-detected defect types, 
are not present. The already vast and 
growing knowledge that makes this 
possible is contained within the tool: 
modern static analysers are 
designed for use by testers as well 
as developers.

SA can be used in any development 
methodology, whenever the codebase 
changes. In sequential lifecycles, the 
code can be repaired and retested 
before integration, when doing so is 
cheap. In environments where 
testing takes place after integration, 
testers can use the information 
reported by SA to engineer dynamic 
tests to demonstrate the specific 
incorrect behaviour.

SA detects defects with all kinds of 
impacts. Here are some examples of 
common ones with serious security 
implications, often among the most 
impressive to stakeholders, with 
explanation of why and how they are 
repor ted by our product Coverity 
Static Analysis (‘CSA’) for C/C++, 
which incorporates all that is 
currently known about dangerous 
code constructs in those languages.

Lack of type safety
Programming languages that are non-
type-safe let the execution of erratic 
programs continue. Execution of 
C/C++ programs does not stop as a 
result of an error. That can make 
unauthorized access possible.

Gethostbyaddr() is a DNS lookup 
function in the standard C library. The 
line following it does an unbounded 
string-copy using strcpy() to an 
character array. If ‘he->h_name’ returned 
by gethostbyaddr() contains an 

by Rutul Dave 

No doubt

Counting and evaluating defects is 
imprecise – except in static analysis
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Rutul Dave 
explains how static 
analysis both increases 
and demonstrates 
testing value

Showing testing is good

char *string_size_example() {

static char addr[100];                      

struct hostent *he;

he = gethostbyaddr(address, 

len, type);     

strcpy(addr, he->h_name);                    

return addr; 

}



Showing testing is good
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inauthentic DNS result larger than 100 
characters it will overflow the stack 
buffer, spilling into the address 
register(s). If the next characters form a 
valid address, the program passes 
control to the code at that address. This 
exploit is made possible by the fact that 
C/C++ has no behaviour similar to, for 
example, Java’s exception handling.

On encountering this code Coverity 
Static Analysis reports a string overflow 
defect. It also reports elevated risk 
because the source of the ‘he->h_name’ 
string is external to the program.

The vulnerability can be fixed by using 
instead a bounded string manipulation 
routine that performs bounds-checking 
automatically:

CSA reports no defects in this 
replacement code.

Pointer arithmetic
Programmers can change the value of a 
pointer, and thus read and write 
anywhere in the process memory space 
making it possible to overwrite secure 
data.

The last line in the overrun_pointer() 
function results in an outside buffer 
access. Depending on the compiler 
and runtime environment, it is highly 
possible that public_buf [10] is 
actually private_buf[0]. So, by 
manipulating x[9], the program is 
writing to a memory space that the 
programmer probably did not intend. 

Static buffers
Static buffers do not grow and the 
access to buffers is not checked for 
bounds, resulting in overflows and 
overwriting of memory regions. This 
example is part of a login 
authentication routine.

The main() function receives the 
password at the command line and 
the password() function contains a 
static character buffer var[] of 16 
characters. To exploit the potential 
overflow in the 16-character 'var[]' 
buffer, on a 32-bit computer, one can 
simply pass 20 characters followed by 
the address of any instruction in the 
program, for example 'AAAAAAAAAA 
AAAAAAAAAA0x080484cd'. The first 

20 characters overflow the stack, the 
address register gets filled with the 
address and the authentication check 
is bypassed.

Lack of robust string type
C has no native type for character 
strings, meaning static buffers with 
potential overflow problems are used 
instead. C++ does have the String 
type, but it's not often used.

CSA reports a defect because the 
source string is 20 characters long 
while dest is only 10. The analyzer 
checks all calls to standard C library 
functions. A common related defect 
when using string buffers is not leaving 
room for a NULL terminator, so CSA 
also reports a defect when the size 
argument is equal to the buffer target. 

Independent testing at low level
These are only a few simple 
examples of many thousands of 
known dangerous ways of writing 
code in all languages (CSA is also 
available for C# and Java), most more 
complex. No person or group can 
know and understand them all, let 
alone spot them in large applications. 

Nevertheless using tools such as 
CSA testers can both detect all of 
them and retest to verify they have 
been removed successfully. Where 
agile or similar development 
methodologies are used, dynamic 
regression testing can then be used 
to assure that functionality has not 
changed. Stakeholders see known-
impact defects removed and quality 
increased: the value of testing 
couldn't be clearer 

#define MAX_HOSTNAME_LEN 100

char *string_size_example() {

static char 

addr[MAX_HOSTNAME_LEN];                      

struct hostent *he;

he = gethostbyaddr(address, 

len, type);     

strncpy(addr, he->h_name, 

MAX_HOSTNAME_LEN);                    

return addr; 

}

void overrun_pointer() {

int public_buf[10]; //buff has 

10 elements, index 0 to 9

int private_buf[10];

/* a lot of code */

int *x = &public_buff[1]; //x 

now points to buff[1] 

x[9] = 0; //Outside buffer 

access: x[9] is equivalent 

to buff[10] 

}

int password (char *buf) {

char var[16];

strcpy(var,buf);

if (password_compare(var, 

PASSWORD))

return 1;

return 0;

}

main (int argc, char **argv)

{ 

if (1 == password(argv[1]))

{

printf(“Password OK\n”);

/* user authenticated,

do work here */

return;

}

printf(“Password not 

found\n”);?  

/* user not authenticated, 

do work here */

}

void buffer_size_example() {

    static char source[] = 

"Twenty characters!!!";

    char dest[10];

    strncpy(dest, source, 

strlen(source));

}

Rutul Dave is a senior development manager at Coverity (http://coverity.com)



The ‘keyword-driven testing’ 
concept is now well known as a 
means to make creating and 
maintaining automated tests easier, 
especially for those with limited 
coding abilities. Its emergence was 
logical and inevitable. The point of 
developing (most) software is to 
allow users to access functionality 
without needing to program it, and 
the same applies to the programming, 
often called ‘scripting’, done to 
automate testing.

A keyword framework is a library of 
pre-coded components each of which 
simulates a type of action performed 
by a user, referred to by a word 
describing that action. The tester 
creates test cases as a list of these 
words with associated parameters, 
often in a table or spreadsheet. When 
the test is run, the test execution tool 
calls the code component for each 
keyword sequentially. The list is much 
shorter, simpler and easier to read 
and modify than the script code which 
actually performs the test.

There are many imperfect analogies to 
explain this idea. A spreadsheet for 

example allows one to calculate the 
average of numbers using a single 
predefined function so is an 
improvement on a pocket calculator 
which requires ‘coding’ in a very simple 
‘language’, algebra, to do that. But test 
automation is not and may never be as 
easy to use as a spreadsheet: it's more 
complex by nature, because the value 
of the software under test is its very 
complexity. So rather than eliminating 
scripting, the keyword framework 
replaces one language with another, 
higher-level one that resembles 
manual test procedure documentation 
rather than source code.

Tool-agnostic test automation
So perhaps SQL is a better analogy. 
Learning it is relatively simple yet 
enables one to build, maintain and 
use complex databases. More 
importantly, it is equally compatible 
with any DBMS that supports it, and 
its popularity means that is now 
almost all of them. A generic, product-
agnostic language has become a de 
facto standard. IT including testing 
needs more of those, and keyword 
frameworks are a strong candidate. In 
theory the same set of keywords can 
be used with any scripting language 
and so any test execution tool.

That makes selection of such tools 
much less risky as the knowledge and 
work invested in creating the tests 
remains in the spreadsheet and can 
be ported easily to other tools. Even 
better, it opens up the possibility of 
using the same tests on multiple 
target platforms. That has many 
implications including perhaps 
making testing skills more generally 
applicable with testers needing less 
low-level knowledge of specific 
development technologies.

by Raj Rao and Balakumar Venugopal

Words have power

An Open Source tool-agnostic keyword 
framework designed to improve ROI of
test automation
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Raj Rao and 
Balakumar Venugopal 
introduce Open2Test 

Test automation
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A few years ago Keane Inc began 
working to convert this theory into 
reality. We have implemented our 
keyword framework, Open2Test, in 
several scripting languages for 
several leading test execution tools, 
with more being added frequently. 
As the name suggests, this is an 
Open Source project: all the code and 
comprehensive documentation is 
available to anyone free of charge 
under the GNU Library General 
Public License. More than eight 
thousand enterprises have 
downloaded so far.

Open2Test's scripting approach
Functional tests that interact with 
user interfaces consist of patterns of 
a small number of fundamental 
operations:

perform an action on an object
compare property value(s) of an 
object with expected outcome
store property value(s) for use in 
fur ther operations.

Open2Test's keyword definitions are 
based on these operations and have 
been chosen for ease of reading and 
remembering: most are simple verbs. 
For example the following lines enter 
a string into a text box then click a 
submit button:

Figure 1 shows a test case involving 
the 'company search' function at 
http://professionaltester.com 
expressed in VBScript ready for 
execution by HP QuickTest 
Professional. Figure 2 is the same 
test case as an Open2Test script in 
Microsoft Excel. The first column 
enables rows to be temporarily 
disabled during editing: they are 
executed only if it has the value 'r'.

The unique 'CallAction' keyword is 
used to call additional user-defined 
keywords. Almost all test suites 

PERFORM |textbox;UserName| 

set:HarbhajanSingh

PERFORM |button;Submit|click

SystemUtil.Run "iexplore.exe". "http://www.professionaltester.com".""."open"

Browser("brsProfessionalTester').Page("PagProfessionalTester").Link("lnkCompanies").Click

Browser("brsProfessionalTester').Page("PagProfessionalTester").Link("lnkCompSearch").Click

Browser("brsProfessionalTester').Page("PagProfessionalTester").WebEdit("txtProvCompanyName").Set "Professional"

Browser("brsProfessionalTester’).Page("PagProfessionalTester").WebButton("btnProvSearch").Click

If Browser("brsProfessionalTester").Page("PagSearchResult").Link("lnkResCompName").GetROProperty("text') = "Professional Tester" Then

Reporter.ReportEvent micPass."Search Result should display PROFESSIONAL TESTER". "Result displayed as expected"

End If

Browser("brsProfessionalTester').Page("PagSearchResult").Link("lnkResCompName").Click

If Browser("brsProfessionalTester").Page("PagSearchCompInfo").Link("lnkShowPastPressReleases").exist then

Reporter.ReportEvent micPass."Show Past Press Releases Link should exist". "Link exists as expected"

End If

If Browser("brsProfessionalTester").Page("PagSearchCompInfo").Link("lnkEditThisCompany").exist Then

Reporter.ReportEvent micPass."Edit This Company Link should exist". "Link exists as expected"

End If

If Browser("brsProfessionalTester").Page("PagSearchComplnfo").Link("lnkCompWebSite").exist Then

Reporter.ReportEvent micPass."Company Web Site URL should exist". "Link exists as expected"

End If

If Browser("brsProfessionalTester").Page("PagSearchComplnfo").Link("lnkCompWebSite").GetROProperty("innertext") = "http://www.professionaltester.com" Then

Reporter.ReportEvent micPass."Website Link - http://www.professionaltester.com should be displayed"."Link displayed as expected"

End If

If Browser("brsProfessionalTester").Page("PagSearchComplnfo").WebElement("txtCompType").GetROProperty("innertext") = "Media" Then

Reporter.ReportEvent micPass."Company Type should be displayed as MEDIA". "Type Info displayed as expected"

Else

Reporter.ReportEvent micFail."Company Type should be displayed as MEDIA". "Type Info not displayed as expected"

End If

Browser("brsProfessionalTester").Close

Figure 1: QTP VBScript test case

PERFORM | textbox;UserName | set:HarbhajanSingh

PERFORM | button;Submit    | click



Raj Rao is VP of Global QA and Testing services at Keane (http://keane.com) and has 
worked at SAP, PeopleSoft and Oracle. Balakumar Venugopal is a senior member of 
Keane's QA and Testing Centre of Excellence team. All Open2Test code and 
documentation is available free from http://www.open2test.org
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involve a great deal of repetition of 
similar action sequences, so 
modularizing scripts in this way can 
make them even shorter and easier to 
work with. Figure 3 shows a complex 
data-driven quote-to-order use case 
expressed in only ten rows and 
calling seven user-defined keywords.

Although only a few simple ones are 
used frequently, Open2Test 
predefines more than 400 keywords 
in total providing the rich features of 
advanced programming languages, 
including conditional control flow, 
data manipulation functions, 
advanced variable handling, 

extensibility and dynamic object 
descriptions. It integrates tightly with 
the test execution tools it supports, 
helping to increase ROI in them.

Open2All
Figure 4 shows the text execution 
tools and development platforms for 
which Open2Test is available now. 
There are plans to add many more 
including, in 2011, IBM Rational 
products: for the current roadmap see 
http://open2test.com/roadmap.html. 
We hope Professional Tester readers 
will try Open2Test in their test 
projects and consider helping us to 
improve and expand it 

Test Execution Tool  Target platform 
HP QTP Web, Windows, Java, .NET, Flex, SAP, 

Oracle Apps 
Micro Focus TestPartner Web, .NET 
Micro Focus SilkTest Java 
Oracle e-Tester Web 
Oracle OpenScript Web 

Selenium Web 
 

Figure 2: Open2Test script

Figure 3: Using user-defined keywords

Figure 4: Currently available Open2Test versions



“It’s easy to spot mobile phone 
software testers because they have 
tiny, withered bodies but big heads 
and one huge muscular thumb”

–professionaltester.com
January 2010

The explosion in handsets means 
thumb injury is no longer the greatest 
challenge for mobile app test 
organizations: that is now 
environment management. Owning all 
the handsets an app should support is 
expensive. Even then, creating all the 
necessary permutations of model, 
hardware version, OS version and 
carrier is infeasible. Worse, the 
carriers available are specific to 
physical location. What if you are in 
Europe but you hope the users of your 
app will include thousands of, say, 
AT&T customers in the US?

Early attempts to address this need 
involved simulators: computer 
applications that attempt to replicate 
the functionality of handsets. These 
can be useful to some aspects of 
development but testing on them is 
dangerous. Imagine the difficulty and 
amount of work needed to make the 

simulator behave realistically and of 
the testing work to assure that. 
Vir tualization of mobile OSs would be 
an improvement but also can't deliver 
sufficient realism for many reasons 
including the potential for error in 
interfacing, mapping and simulating 
foreign I/O devices, and it does not 
address the location problem. In test 
environments, there really is no 
substitute for reality. It's the only way 
to be sure.

So, at Perfecto Mobile we use another 
emerging technology – cloud – to 
provide real-time access to real 
handsets with real connectivity to real 
networks at worldwide locations to 
testers wherever they are.

How it works
We have every handset currently on 
the market, plus many older ones, 
under software control via their own 
interface protocols, in turn connected 
to a web interface based on Flash.
A camera provides real-time video
of the handset: LEDs etc as well as 
its screen.

Keys and controls on the handset, 
physical or vir tual, are operated using 
the mouse and keyboard of the user's 
workstation. Just as when a handset 
is used normally, entering too much 
text using its keyboard can become 
tiresome, so it can instead be typed 
on the workstation keyboard and then 
sent to the handset (figure 1). When a 
touch-screen workstation, eg a tablet, 
is used to access the service, it can 
be used to operate the remote 
handset directly with touch gestures.

Apps already available online can be 
installed from the Apple App Store, 
BlackBerry App World, Android Market 

by Yoram Mizrachi

Handy

Test environment as a service 
for mobile handset testers

Yoram Mizrachi 
describes one of the 
first TEaaS offerings

Test environments
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to be used as a script (figure 2) that 
can be executed, maintained, 
modified and reused – even on 
different handsets. The scripting 
method is based on action words and 
parameters rather than code and has 
been designed for ease of use, but 
offers advanced features found in 
mainstream automation tools.

Scripts can be fully parameterized. 
Any constant input embedded in the 
script can be replaced by a ‘variable’ 
(a dialog box appears for entry of a 
value when it is encountered during 
execution) or a ‘data table 
parameter’. The data tables are 
managed and can be created within 
Perfecto or CSV fi les can be 
uploaded. This feature combined 
with the ‘Loop’ scr ipting command 
enables true data-driven testing.

The ‘Image checkpoint’ command 
(figure 3) locates a previously 
captured area of pixels on the 
handset screen. An image recognition 
algorithm allows it to be identified 
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even if its appearance varies, for 
example because it is displayed on a 
different background. This feature is 
used to verify graphical output and to 
locate control objects even when their 
position changes.

A script can be executed in less time 
than it took to record it. However as in 
any automated execution there will be 
points where it is necessary to wait 
for the handset to respond. When the 
script is recorded, a ‘wait’ action is 
inserted between each user action. 
The wait time is a parameter, so the 
script can be “tuned” for both speedy 
and robust execution (figure 4).

A script can be executed on any 
handset. However most tests require 
steps which must differ, for example 
to switch between modes, launch 
apps, answer incoming calls or enter 
and commit data. Each of these 
handset-specific operations can be 
defined as a ‘vir tual function’ 
containing the steps required to 
achieve it on multiple handsets.

Figure 1: text entry

Figure 2: script recording and playback

etc in the usual way. Unreleased apps 
are uploaded and installed as they 
would be to a local handset using a 
cable or Bluetooth. Other types of file 
are transferred to and from the handset 
in the same way.

When the record facility is activated, 
every action done on the handset is 
logged as a sequence of actions and 
the session also recorded as video. 
Both scripts and movies can be 
downloaded to the user's workstation 
or the files (or a URI pointing to them 
on Perfecto's servers) can be emailed 
directly to others. Multiple reports can 
be stored and managed within the 
web interface. Control of the handset 
can also be shared in real time with 
other users in what is effectively an 
online conference. 

Test automation included
Because the handset is under 
software control testing can be 
automated. An advanced purpose-
designed tool integrated with the 
service enables the recorded actions 



Test environments
 

Which steps are executed is decided 
by parameters identifying the handset 
passed from the main script when it 
calls the vir tual function. In this way 
the bulk of most scripts – the parts 
that interact with the app being tested 
– can remain the same for all 
handsets. By placing the entire script 
within a loop it can be executed 
automatically on a range of handsets: 
this can be used to build a 
comprehensive regression suite 
including compatibility testing for use 
whenever the app changes 

Yoram Mizrachi is CTO and co-founder of 
Perfecto Mobile and founder of Exalink. 
For a free trial of the Perfecto Mobile 
Handset Cloud visit 
http://perfectomobile.com

Figure 3: the Image checkpoint command

Figure 4: adjusting the wait time between actions
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Selecting metrics

The first challenge is in choosing the right 

metrics and then interpreting them correctly. 

So perhaps what is really needed is a 

standard method of doing that based on 

properties of the specific product. That may 

be some way off, but here are the types of 

metrics I think matter most and should be 

considered for inclusion in a customized set:

project metrics: test case coverage, test 

case distribution by priority, requirement 

coverage, proportion of test cases 

executed

requirement metrics: completeness and 

quality, extent of change, stability

defect density and frequency of detection

These types include, for example, the 

following quantities typically measured 

during an AppLabs project:

 

Other metrics we may measure depending 

on whether we think them appropriate to a 

given project include: defect severity 

distribution, schedule variance, effort 

variance, effort planning performance, 

review effort, automation coverage, test 

case effectiveness, test case authoring 

productivity, test case execution 

productivity, automated test script authoring 

productivity, automated test script execution 

productivity and number of incidents raised 

then found not to be defects.

Evaluating metrics

The second challenge, equally difficult, is 

deciding when to use the selected metrics. 

Too early, before product and project have 

stabilized, they might be very misleading 

and lead to wrong decisions. Too late, they 

lose their value as steering information.

Our approach is to take them very regularly 

starting very early. Before taking project-

level decisions based upon a given metric, 

we use it for self-prediction: we try to say 

what it will be the next time it is taken. When 

the prediction becomes consistently 

accurate, we consider that the metric 

concerned has become accurate and 

significant, and take control action based 

upon it.

A metric that never becomes consistently 

able to predict itself was not an appropriate 

choice for the project. External factors made 

it invalid. Too-turbulent change to 

requirements and/or design is a typical 

cause, but there are many others. Perhaps 

by analysing many metrics in this way, and 

then correlating them with characteristics of 

the product and project and other factors, 

we might make progress toward the 

dreamed-of measurement standard that tells 

us reliably how good testing is in any 

situation. That would be of enormous 

benefit not only to buyers of testing 

services, but to testing: accurate process 

measurement is the missing key to 

genuine process improvement 

by Ashwin Palaparthi

Can we trust the numbers?

No evaluation is objective unless 
it can be quantified
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Ashwin Palaparthi proposes 

a route to the future of testing 

assessment

Showing testing is good

Although many testers believe testing 

should follow a generic process, a testing 

service cannot – at least not yet – because 

it must cater to the differing needs of its 

clients. In a service model daily issues with 

requirements, development and resources 

must be coped with rather than complained 

about and their effect on the effectiveness 

and progress of testing work minimized. The 

key to managing that successfully and 

keeping the stakeholders properly aware 

and informed, to their benefit and that of the 

provider, is to manage expectations right 

from the start.

The ideal would be an entirely objective 

monitoring method agreed in advance by all 

concerned and used to make decisions 

about the service as well as assess its 

value, based on quantitative measurements. 

We already have many of these: they are 

usually called metrics. Like good test 

techniques, their value is not in their results 

alone. They can be used to define the 

testing clearly before it begins and help non-

testers to understand it and the effect of 

inputs to testing. But there is danger in 

committing to be governed and judged by 

numbers. They might be wrong.

Ashwin Palaparthi is VP, innovation at AppLabs (http://applabs.com)

System testing leakage: number of 
functional defects detected in acceptance 
testing rather than system testing

Production leakage: number of defects 
detected by users in production

Regression test leakage: number of 
defects found to have existed in code 
already regression tested. At AppLabs we 
consider this especially important and 
have evolved some techniques to change 
regression suites dynamically, aiming to 
minimize this number

Testing time as a proportion of 
change time: how much of the time 
between delivery and release of a change 
to the product is taken by testing 
activities. We consider this a good 
indication of the adeptness of a test 
organization

Scalability testing accuracy: actual non-
functional attributes of the scaled system 
compared with what testing predicted 
before scaling.
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The ISTQB-ISEB Certified 
Tester Foundation Level
from BCS, The Chartered Institute for IT

Our ISTQB-ISEB Certified Tester Foundation Level 
certificate provides Software Testers globally with the
most up to date and relevant qualification to launch
their career.  

We’ve partnered with the internationally 
recognised ISTQB programme to give IT professionals
the best in Software Testing qualifications from the
leaders in the field. 

Find out more at: www.bcs.org/iseb/certest
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Shoot for success
Be ready for V11 of HP tools with offi cial HP training from SQS. 
Don’t miss out book your course now! 

Details of all SQS training services are available at go.sqs-group.com/training

To book your course please call: +44 (0)20 7448 4682

Quality Center 11: Using the ALM 11 Edition

29 July SQS London

Quality Center 11 Essentials

16 – 19 May SQS London

06 – 09 June HP Highfi eld Park

27 – 30 June HP Highfi eld Park

12 – 15 July SQS Dublin

25 – 28 July SQS London

Quality Center 11 Skills Update

20 May SQS London

11 July SQS Dublin

Advanced Quick Test Professional/
Functional Testing 11

17 – 18 March SQS Stockholm

24 – 25 March HP Highfi eld Park

14 – 15 April SQS London

12 – 13 May HP Highfi eld Park

16 – 17 June SQS London

25 – 26 August SQS London

Using Quick Test Professional/
Functional Testing 11

14 – 16 March SQS Stockholm

21 – 23 March HP Highfi eld Park

11 – 13 April  SQS London

09 – 11 May  HP Highfi eld Park

13 – 15 June SQS London

22 – 24 August SQS London

LoadRunner 11 Essentials

07 – 11 March HP Highfi eld Park

04 – 08 April SQS London

09 – 13 May 2011 SQS Dublin

23 – 27 May 2011 HP Highfi eld Park

27 June – 01 July SQS London

18 – 22 July HP Highfi eld Park

08 – 12 August SQS London

05 – 09 September SQS Dublin

26 – 30 September SQS London
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